DrayTek
Vigor2927 Series

Dual-WAN Security Router

USER’S GUIDE



Vigor2927 Series
Dual-WAN Security Router

User’s Guide

Version: 1.2

Firmware Version: V4.2.3

(For future update, please visit DrayTek web site)
Date: March 12, 2021

Vigor2927 Series User’s Guide



Copyrights

© All rights reserved. This publication contains information that is protected by copyright. No part may be
reproduced, transmitted, transcribed, stored in a retrieval system, or translated into any language without
written permission from the copyright holders.

Trademarks

The following trademarks are used in this document:

( Microsoft is a registered trademark of Microsoft Corp.

(] Windows, Windows 7, 8, 10 and Explorer are trademarks of Microsoft Corp.

® Apple and Mac OS are registered trademarks of Apple Inc.

° Other products may be trademarks or registered trademarks of their respective manufacturers.
Safety Instructions

® Read the installation guide thoroughly before you set up the router.

(] The router is a complicated electronic unit that may be repaired only be authorized and qualified personnel.
Do not try to open or repair the router yourself.

L Do not place the router in a damp or humid place, e.g. a bathroom.
The router should be used in a sheltered area, within a temperature range of +5 to +40 Celsius.

Do not expose the router to direct sunlight or other heat sources. The housing and electronic components
may be damaged by direct sunlight or heat sources.

® Do not deploy the cable for LAN connection outdoor to prevent electronic shock hazards.
(] Keep the package out of reach of children.
( When you want to dispose of the router, please follow local regulations on conservation of the environment.

Warranty

@ We warrant to the original end user (purchaser) that the router will be free from any defects in workmanship
or materials for a period of two (2) years from the date of purchase from the dealer. Please keep your
purchase receipt in a safe place as it serves as proof of date of purchase. During the warranty period, and upon
proof of purchase, should the product have indications of failure due to faulty workmanship and/or materials,
we will, at our discretion, repair or replace the defective products or components, without charge for either
parts or labor, to whatever extent we deem necessary tore-store the product to proper operating condition.
Any replacement will consist of a new or re-manufactured functionally equivalent product of equal value, and
will be offered solely at our discretion. This warranty will not apply if the product is modified, misused,
tampered with, damaged by an act of God, or subjected to abnormal working conditions. The warranty does
not cover the bundled or licensed software of other vendors. Defects which do not significantly affect the
usability of the product will not be covered by the warranty. We reserve the right to revise the manual and
online documentation and to make changes from time to time in the contents hereof without obligation to
notify any person of such revision or changes.

Be a Registered Owner
@ \Web registration is preferred. You can register your Vigor router via http://www.DrayTek.com.
Firmware & Tools Updates

® Due to the continuous evolution of DrayTek technology, all routers will be regularly upgraded. Please consult
the DrayTek web site for more information on newest firmware, tools and documents.

http://www.DrayTek.com
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Part | Installation

This part will introduce Vigor router and guide to
install the device in hardware and software.

Installation







|-1 Introduction

This is a generic International version of the user guide. Specification,
compatibility and features vary by region. For specific user guides
suitable for your region or product, please contact local distributor.

Vigor2927 series integrates IP layer QoS, NAT session/bandwidth management to help users
control works well with large bandwidth.

By adopting hardware-based VPN platform and hardware encryption of AES/DES/3DES, the
router increases the performance of VPN greatly, and offers several protocols (such as
IPsec/PPTP/L2TP) with VPN tunnels.

The object-based design used in SPI (Stateful Packet Inspection) firewall allows users to set
firewall policy with ease. CSM (Content Security Management) provides users control and
management in IM (Instant Messenger) and P2P (Peer to Peer) more efficiency than before. By
the way, DoS/DDoS prevention and URL/Web content filter strengthen the security outside
and control inside. Object-based firewall is flexible and allows your network be safe.

User Management implemented on your router firmware can allow you to prevent any
computer from accessing your Internet connection without a username or password. You can
also allocate time budgets to your employees within office network.

With the 4-port Gigabit switch on the LAN side provides extremely high speed connectivity for
the highest speed local data transfer of any server or local PCs. The tagged VLANs
(IEEE802.1Q) can mark data with a VLAN identifier. This identifier can be carried through an
onward Ethernet switch to specific ports. The specific VLAN clients can also pick up this
identifier as it is just passed to the LAN. You can set the priorities for LAN-side QoS. You can
assign each of VLANSs to each of the different IP subnets that the router may also be operating,
to provide even more isolation. The said functionality is tag-based Multi-subnet
(Multiple-Private LAN Subnets).

On the Wireless-equipped models (e.g., Vigor2927lac) each of the wireless SSIDs can also be
grouped within one of the VLANSs.

In addition, Vigor2927 series supports USB interface for connecting USB printer to share
printing function or 3G USB modem for network connection.

Vigor2927 series provides two-level management to simplify the configuration of network
connection. The user mode allows user accessing into WEB interface via simple configuration.
However, if users want to have advanced configurations, they can access into WEB interface
through admin mode.
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I-1-1 Indicators and Connectors

Before you use the Vigor router, please get acquainted with the LED indicators and
connectors first.

I-1-1-1 Vigor2927

Vigor2927

Dual-WAN Security Routoer

DMZ WAN1 UsB2 |

QoS VPN WCF

Status Explanation
Off The router is powered off.
ACT — - -
Blinking The router is powered on and running normally.
On Internet connection is ready.
WAN2/WANL Off Internet connection is not ready.
Blinking The data is transmitting.
On USB device is connected and ready for use.
USB1/USB2 Off No USB device is connected.
Blinking The data is transmitting.
On The DMZ function is enabled.
) DMZ Off _ The DMZ function i§ Qisabled.
Blinking The data is transmitting.
Q08 On The QoS function is active.
Off The QoS function is inactive.
On The VPN tunnel is active.
VPN Off VPN services are disabled
Blinking Traffic is passing through VPN tunnel.
on The Web Content Filter is active. (It is enabled from
WCF Firewall >> General Setup).
Off WCF is disabled.
WAN1,WAN2 / P6
On The port is connected.
Left LED Off The port is disconnected.
Blinking The data is transmitting.
) On The port is connected with 1000Mbps.
) Right LED Off The port is connected with 10/100Mbps.
@) LAN P1-P5
On The port is connected.
Left LED Off The port is disconnected.
Blinking The data is transmitting.
Right LED On The port is connected with 1000Mbps.
Off The port is connected with 10/100Mbps
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Dual-WAN Security Router

No. Interface Description

Restore the default settings. Usage: Turn on the router (ACT LED is
blinking). Press the hole and keep for more than 5 seconds. When you
see the ACT LED begins to blink rapidly than usual, release the button.
Then the router will restart with the factory default configuration.

(3) Factory Reset

Connecter for a USB device (for 3G/4G USB Modem or printer or

(4) UsB thermometer).

WAN1 Connecter for local network devices or modem for accessing Internet.

Connecter for local network devices or modem for accessing Internet.

(5) WAN2 / P6 It is a switchable port. It can be used for LAN connection or WAN
connection according to the settings configured in WUI.

LAN P1-P5 Connecters for local network devices.
PWR Connecter for a power adapter.
®  ["onsorr Power Switch.
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I-1-1-2 Vigor2927L

Pweransr Tol- Vigor2927L 2
—-— ——I - . Dual-WAN Security Router
PR N
fleset oS VRN WCE use WAN1 P1 P2 P3 P4 PS
No. \ LED Status Explanation
Off The router is powered off.
ACT — - -
Blinking The router is powered on and running normally.
On Internet connection is ready.
WAN2/WANT Off Internet connection is not ready.
Blinking The data is transmitting.
On LTE device is connected and ready for use.
Off LTE device is not detected, or has serious problem
LTE (e.g., no SIM card, SIM pin error, SIM deactivated, and
etc.).
Blinking Slowly: LTE device is in dialing up.
Quickly: The data is transmitting.
On The DMZ function is enabled.
1) DMz Off The DMZ function is disabled.
Blinking The data is transmitting.
On USB device is connected and ready for use.
USB Off No USB device is connected.
Blinking The data is transmitting.
Q05 On The QoS function is active.
Off The QoS function is inactive.
On The VPN tunnel is active.
VPN Off VPN services are disabled
Blinking Traffic is passing through VPN tunnel.
On The Web Content Filter is active. (It is enabled from
WCF Firewall >> General Setup).
Off WCEF is disabled.
WAN1,WAN2 / P6
On The port is connected.
Left LED Off The port is disconnected.
Blinking The data is transmitting.
) On The port is connected with 1000Mbps.
) Right LED Off The port is connected with 10/100Mbps.
@) LAN P1-P5
On The port is connected.
Left LED Off The port is disconnected.
Blinking The data is transmitting.
Right LED On The port is connected with 1000Mbps.
Off The port is connected with 10/100Mbps
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P reans Tol- Vigor2927L

e e i i Dual-WAN Security Router

ACT WANz LTE
DMZ waN: UsB | | i
|ﬂ
Factory
Reset QoS VPN WCF .
I =3 2] =3 P3 P4 Ps 5

WAN1 WAN2 | P§

No. Interface Description

Restore the default settings. Usage: Turn on the router (ACT LED is
blinking). Press the hole and keep for more than 5 seconds. When you
see the ACT LED begins to blink rapidly than usual, release the button.
Then the router will restart with the factory default configuration.

(3) Factory Reset

Connecter for a USB device (for 3G/4G USB Modem or printer or

4) UsB thermometer).

WAN1 Connecter for local network devices or modem for accessing Internet.

Connecter for local network devices or modem for accessing Internet.

(5) WAN2 7/ P6 It is a switchable port. It can be used for LAN connection or WAN
connection according to the settings configured in WUI.

LAN P1-P5 Connecters for local network devices.
PWR Connecter for a power adapter.

©) ON/OFF Power Switch.

@) O} Connecter for installing LTE antennas.
i

(8) SIM 2/1 Slots for installing SIM card.
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I-1-1-3 Vigor2927ac / Vigor2927ax / Vigor2927Lac

P yransTol- Vigor2927ac
R ’ i Dual-WAN Security Router
Wirslass LA
ONOFFIMIPS | scT wanz USBI '|
DMZ WAN1 USB2 | r 1r i i i 1r
"Sw | aos sc 2| u I—II_I_._L II I

WANT WANZ | PG

P yreavnsr Tol- Vigor2927ax

L e Dual-WAN Security Rauter

Wm::l( L

A T T &
d Lol B B B 0.1

DMZ WAN! USB2 | ¥
. 2| n———
Factory !
Recet @&  5C 24C

WANT ITHES P [F] P3 P4

- y

DrenvsTol Vigor2927Lac
L ST E TN oualviansecurity Rovier
Wire ess LAN
OWOFFMIPS | pcT wanz LTE T T T
DMZ WHN1 USE ﬁ r 1r 1r 1
ey i I—-I I—II—I—I—.—I

QoS 36
WANT WAN2 / PG P1 P2 P31 P4 P53

\ Status Explanation
Off The router is powered off.
AcT Blinking The router is powered on and running normally.
On Internet connection is ready.
WAN2/WAN1 Off Internet connection is not ready.
Blinking The data is transmitting.
On USB device is connected and ready for use.
USB1/USB2 Off No USB device is connected.
Blinking The data is transmitting.
(1) on LTE device is connected and ready for use.
Off LTE device is not detected, or has serious problem
LTE gi;:gj’ no SIM card, SIM pin error, SIM deactivated, and
Blinking Slowly: LTE device is in dialing up.
Quickly: The data is transmitting.
On The DMZ function is enabled.
DMZ Off The DMZ function is disabled.
Blinking The data is transmitting.
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005 On The QoS function is active.
o
Off The QoS function is inactive.
5G/2.4G: Wireless access point with bandwidth of
Oon 5GHz/2.4GHz is ready.
WLAN: Wireless access point is ready.
) Off Wireless function is disabled.
5G/24G It will blink slowly while wireless traffic goes through.
o ACT and WLAN LEDs blink quickly and simultaneously
Blinking when WPS is working, and will return to normal
condition after two minutes. (You need to setup WPS
within 2 minutes.)
WAN1,WAN2 / P6
On The port is connected.
Left LED Off The port is disconnected.
Blinking The data is transmitting.
. On The port is connected with 1000Mbps.
@ Right LED Off The port is connected with 10/100Mbps.
LAN P1-P5
On The port is connected.
Left LED Off The port is disconnected.
Blinking The data is transmitting.
Riaht LED On The port is connected with 1000Mbps.
g Off The port is connected with 10/100Mbps
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nrﬂv Tol- Vigor2927ac

- - l - e Dual-WAN Security Router

Wireless LAN

ONIOFFWPS |acr wanz uses |1
DMZ WAN1 USB2 r
Factor
Ru%el QoS 56 246G

WAN1 WAHI | P&

D W —

P roans Tol- Vigor2927ax

= ey &R Dual-WAN Security Router

OiOFFIES ACT WANZ UsBi |1
DZ WANT USB2 |l e
acto
QoS 56 246

WAN1 WAN? | P&

P resns Tol- Vigor2927Lac

e ey A Dual-WAN Security Router

Wireless L

ONoFFES ACT WANZ LTE
IMZ WAN1 USB

Factory
Reset QoS 5G 246G

WAN1 [wanz/ps

No. J Interface Description

Wireless band will be switched /changed according to the button pressed
and released. For example,

® 2.4G (On) and 5G (On) - in default.
® 2.4G (Off) and 5G (On) - pressed and released the button once.

Wireless LAN ® 2.4G (On) and 5G (Off) - pressed and released the button twice.
ON/OFF/WPS @ 2.4G (Off) and 5G (Off) - pressed and released the button three
times.

@)

When WPS function is enabled by web user interface, press this button
for more than 2 seconds to wait for client’s device making network
connection through WPS.

Restore the default settings. Usage: Turn on the router (ACT LED is
blinking). Press the hole and keep for more than 5 seconds. When you see
the ACT LED begins to blink rapidly than usual, release the button. Then
the router will restart with the factory default configuration.

Factory Reset

Connecter for a USB device (for 3G/4G USB Modem or printer or

(4) |UsBl-2/UsB thermometer).

WAN1 Connecter for local network devices or modem for accessing Internet.

Connecter for local network devices or modem for accessing Internet.

(5) | WAN2/ P6 It is a switchable port. It can be used for LAN connection or WAN
connection according to the settings configured in WUI.

LAN P1-P5 Connecters for local network devices.
W Connecter for installing WLAN antennas.
(6) 9 (For ac model)
PWR Connecter for a power adapter.

(7)
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ON/OFF Power Switch.
o) Connecter for installing LTE antennas.
(©) = (For L model).
Slots for installing SIM card.
SIM 2/1
©) (For L model).
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I-1-1-4 Vigor2927Vac

=TE Sy S TEN DualWAN Securily Router

1 P rensTol Vigor2927Vac 2
I EIIIIETTIIE
Reset. I I . I I

USB WAN1 Phanel zl

246G 5G  Phomed use
WAN1 WANZ | P& P P2 P3 P4 PS Phone2  Phonel

\ LED Status Explanation
ACT Off The router is powered off.
Blinking The router is powered on and running normally.
On Internet connection is ready.
WAN2/WANL Off Internet connection is not ready.
Blinking The data is transmitting.
On The QoS function is active.
QoS Off The QoS function is inactive.
On USB device is connected and ready for use.
USB Off No USB device is connected.
(1) Blinking The data is transmitting.
On The phone connected to this port is off-hook.
Phonel/Phone | Off The phone connected to this port is on-hook.
2 Blinking A phone call comes.
5G/2.4G: Wireless access point with bandwidth of
On 5GHz/2.4GHz is ready.
WLAN: Wireless access point is ready.
Off Wireless function is disabled.
2.4G/5G P— - - -
It will blink slowly while wireless traffic goes through.
o ACT and WLAN LEDs blink quickly and simultaneously
Blinking when WPS is working, and will return to normal
condition after two minutes. (You need to setup WPS
within 2 minutes.)
WANZ1,WAN2 / P6
On The port is connected.
Left LED Off The port is disconnected.
Blinking The data is transmitting.
) On The port is connected with 1000Mbps.
- Right LED Off The port is connected with 10/100Mbps.
LAN P1-P5
On The port is connected.
Left LED Off The port is disconnected.
Blinking The data is transmitting.
Right LED On The port is connected with 1000Mbps.
g Off The port is connected with 10/100Mbps
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3 Wire st LAN

No.

ONOFFANPS

ACT WARZ QoS
USE WAN1 P

2406

Interface

Wireless LAN
ON/OFF/WPS

\ Description
Wireless band will be switched /changed according to the button
pressed and released. For example,

® 2.4G (On) and 5G (On) - in default.
® 2.4G (Off) and 5G (On) - pressed and released the button once.
® 2.4G (On) and 5G (Off) - pressed and released the button twice.

® 2.4G (Off) and 5G (Off) - pressed and released the button three
times.

3 . . .

) When WPS function is enabled by web user interface, press this button
for more than 2 seconds to wait for client’s device making network
connection through WPS.

Restore the default settings. Usage: Turn on the router (ACT LED is
Factory Reset blinking). Press the hole and keep for more than 5 seconds. When you
y see the ACT LED begins to blink rapidly than usual, release the button.
Then the router will restart with the factory default configuration.

@ USB1~2 / USB Connecter for a USB device (for 3G/4G USB Modem or printer or
thermometer).

WAN1 Connecter for local network devices or modem for accessing Internet.
Connecter for local network devices or modem for accessing Internet.
(5) WAN2 / P6 It is a switchable port. It can be used for LAN connection or WAN
connection according to the settings configured in WUI.
LAN P1-P5 Connecters for local network devices.
5 Connecter for installing WLAN antennas.
€ | =4 (For ac model)
PWR Connecter for a power adapter.
() |"onvsorr Power Switch.

Vigor2927 Series User’s Guide
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I-1-2 Notes for Antenna Installation (for “L” model)

Magnetic antenna must be installed on the extension base before connecting to Vigor router.

Extension Base

There are two mounting holes for installing antennas with extension base on Vigor router.
Please install them as shown below.

Major Signal
Transmitted Hole

SIM Card
Slot

Extension Base

Note, if only one antenna shall be installed, please use the mounting hole (major signal
transmitted hole) near to the power switch.
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While installing the SIM card into the card slot, note that back plate of the SIM card slot must
be removed first and the direction of card notch must be on the left side.

There are two types of antennas provided for Vigor2927Lac, which must be installed in
different locations carefully and correctly. Wrong installation might cause bad signal of
wireless connection. Therefore, pay attention to the installation of antennas by referring to the
following illustration.

SMA jack for LTE Antenna (with
extension base)

SMA jack for WLAN
Antenna

Vigor2927 Series User’s Guide 13



|-2 Hardware Installation

I-2-1 Installing Vigor Router

Before starting to configure the router, you have to connect your devices correctly. (For the
hardware connection, we take “ac”” model as an example.)

1. Connect the DSL interface to the land line jack with a DSL line cable.

Connect the cable Modem/DSL Modem/Media Converter to the WAN port of router with
Ethernet cable (RJ-45).

2. Connect one end of an Ethernet cable (RJ-45) to one of the LAN ports of the router and
the other end of the cable (RJ-45) into the Ethernet port on your computer.

3. Connect one end of the power adapter to the router’s power port on the rear panel, and
the other side into a wall outlet.

4.  Power on the device by pressing down the power switch on the rear panel.

The system starts to initiate. After completing the system test, the ACT LED will light up
and start blinking.

(For the hardware connection, we take “ac” model as an example.)

Cable/DSL Modem
or Media Converter

WAN @ Power

Switch
o Dy Tol- Vigor2927uc

A L [ R Dual-WAN Security Router

SRS ACT WANZ USE1 ‘| =]
DMZ WAN1 USBE2
Factory
Rosot e

WANT

Power
Adapter
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I-2-2 Wall-Mounted Installation

Vigor router has keyhole type mounting slots on the underside.

1. A template is provided on the Vigor router packaging box to enable you to space the
screws correctly on the wall.

2.  Place the template on the wall and drill the holes according to the recommended
instruction.

3.  Fit screws into the wall using the appropriate type of wall plug.

1)

Info The recommended drill diameter shall be 6.5mm (1/4).

4.  When you finished about procedure, the router has been mounted on the wall firmly.
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I-2-3 Installing USB Printer to Vigor Router

You can install a printer onto the router for sharing printing. All the PCs connected this router
can print documents via the router. The example provided here is made based on Windows 7.
For other Windows system, please visit www.DrayTek.com.

Printer Name:192.168.1.1
PortName:|IP_192.168.1.1

Router (192.168.1.1)

Before using it, please follow the steps below to configure settings for connected computers
(or wireless clients).

1. Connect the printer with the router through USB/parallel port.

2. Open All Programs>>Getting Started>>Devices and Printers.

— :
— = Emart WPM Client
Cornputer

J[ Getting Started r
] Contral Panel

% Privatefirewall 7.0
Dewices and Printers

! Connectto a Projector
] L Default Pragrams
g

it Calculator Help and Support

Windous Security

L ff | »
* Al Pragrarns L|

3. Click Add a printer.

Devices and Printers

e

';\ § LY jJ @ » Cantral Panel = Hardware and Sound = Dewvices and Printe

Sdd a device | Add a printer

a Devices (D
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4.  Adialog will appear. Click Add a local printer and click Next.

= Bdd Printer E

( ) s Add Printer

Wehat type of printer do ywou want to install?

<% Add a local printer

Use this option only if you don't have a USE printer, (Windows autoratically installs USE printers
wehen you plug them in.)

=% Add a network, wireless or Bluetooth printer

Make sure that your computer is connected to the network, or that your Bluetooth or wireless
printer is turned on,

| Cancel |

5. Inthis dialog, choose Create a new port. In the field of Type of port, use the drop down
list to select Standard TCP/IP Port. Then, click Next.

i Add Printer x|
@ = Add Printer
Choose a printer port

A printer portis a type of connection that allows your cormputer to exchange information with a printer,

™ Use an existing port: ]LPTl: (Printer Port) _]

v

=

Type of port:

Mext Cancel

Vigor2927 Series User’s Guide 17
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6. In the following dialog, type 192.168.1.1 (router’s LAN IP) in the field of Hostname or
IP Address and type 192.168.1.1 as the Port name. Then, click Next.

i Add Printer x|

@ = Add Printer

Type a printer hostname or IP address

Device type: ]TCP;’IP Device ‘_]
Hastname or IP address: 1192.168.1.1
Port name: |102.168.1.1

[~ Query the printer and automatically select the driver to use

Mext Cancel

7. Click Standard and choose Generic Network Card.

o Addd Printer x|

@ i Add Printer

Additional port information required

The device is not found on the network, Be sure that:

. The device is turned on,

. The network is connected,

. The device is praperly configured,

. The address on the prewious page is correct,

o

If you think the address is not correct, click Back to return to the previous page, Then correct the
address and perform another search on the network, If you are sure the address is correct, select the
device type belows,

Device Type -

(+ Standard

" Custom tt

Mext Cancel
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8.  Now, your system will ask you to choose right name of the printer that you installed onto
the router. Such step can make correct driver loaded onto your PC. When you finish the

selection, click Next.

= Add Printer El

@ e Add Printer

Install the printer driver

; Choose your printer frarn the list. Click Windows Update to see rmore models.

To install the driver from an installation CD, click Hawve Disk,

'.‘ , - n.' " . H
Frother IH E§lBrother DCP-116C |

Canon nlBrother DCP-117C

DrrayTek Sl Brother DCP-128C

Epson ol Brother DCP-129C

Fuii Xerox j (=] Brather DCP-130C j

5] This driver is digitally signed. Windows Update | Have Disk... |

Tell rre why driver signing is impaortant

9. Type a name for the chosen printer. Click Next.

2 Add Printer x|

-
0 d= Add Printer

Type a printer name

Printer narne:

This printer will be installed with the Brother DCP-116C driver,

Mext Cancel

Vigor2927 Series User’s Guide
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10. Choose Do not share this printer and click Next.

=+ Add Printer

& ) sy Add Printer

Printer Sharing

If you wwant to share this printer, you must provide a share name, You can use the suggested narme or

fype a new one, The share name will be visible to other network users,

' Do not share this printer

™ Share this printer so that others on your network can find and use it

11. Then, in the following dialog, click Finish.

= Add Printer

() & AddPrinter

You've successfully added Brother DCP-116C

I Set as the default printer

Cancel

To check if your printer is warking properly, or to see troubleshooting information for the printer, print a

test page.

Print a test page

Finish |

ancel
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12. The new printer has been added and displayed under Printers and Faxes. Click the new
printer icon and click Printer server properties.

OO % ~ Control Panel + Hardware and Sound « Devices and Printers +
Add adevice  Add a printer  Seewhat's printing | Print server properties | Refinove device

« Devices (3 T PSP for this printl
[server. I

Generic Non-PnP  WMware Vitwal  WINTPRO-SVR

Monitor disk SCEI Disk
Device

« Printers and Faxes ()

GF_Printer Adm_Printer

Microsoft XPS
Docurment Writer

13. Edit the property of the new printer you have added by clicking Configure Port.

CEF Properties REMOvE device

Forms ~ Perts |Dli\-'ers| Securit_l,ll Advanced

a WMYIMTPRO- SR,

Ports on this server

Part Description Printer I;I
Ts002 Inactive TS Part

=il TI00L Inactive TS Part
TP ThinPrint Print Port fo..

172.16.2.2... Standard TCR/IP Port af
LPR_local., Standard TCP/IP Part Adm_Printer
el Bl it L C e
ndard TCP/IP Port Brother
FasPaort: acal Ho ICrasa acument Wrter |

Add Port.., Delete Port Configure Port... | ]

ak I Cancel Apply
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14. Select "LPR" on Protocol, type p1l (number 1) as Queue Name. Then click OK. Next
please refer to the red rectangle for choosing the correct protocol and LPR name.

WEF BrOperties FEIMOWE LEWICE

| % Print Server Properties

Forms Ports | Dirivers | Security | Advanced |

Configure Standard TCP/IP Port Maonitor

Port Settings |

X|

Port Marme: |192.168.1.1

| Printer Mame or [P Address: |192.168.1.1

Protocol
™ Raw

Y Raww Settings

« LPR

|9100

LPR Settings

Queue Mame: |p1|

[ LPR Byte Counting Enabled

[~ SMMP Status Enabled

|pub|ic

|1

QK | Cancel

The printer can be used for printing now. Most of the printers with different manufacturers

are compatible with vigor router.

1)

Info Some printers with the fax/scanning or other additional functions are not

supported.

Vigor router supports printing request from computers via LAN ports but

not WAN port.
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I-3 Accessing Web Page

1. Make sure your PC connects to the router correctly.

You may either simply set up your computer to get IP dynamically from the router or set
up the IP address of the computer to be the same subnet as the default IP address of
Vigor router 192.168.1.1. For the detailed information, please refer to the later
section - Trouble Shooting of the guide.

2.  Open a web browser on your PC and type http://192.168.1.1. The following window
will be open to ask for username and password.

Username admin

Password [sssss

Login

Security Warning: You are logging in without encryption which is
not recommended. To login securely click here.

Copyright @ 2000-2019 DrayTek Corp. All Rights Reserved.

3. Please type “admin/admin” as the Username/Password and click Login.

Info If you fail to access to the web configuration, please go to “Trouble
Shooting” for detecting and solving your problem.
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4.  Now, the Main Screen will appear. Take Vigor2927ac as an example.

DrayTek

.-.Vi96f29275.gr;e;.. I I — — == e

Dashboard

ACT WANZ LTE

OMZ WAN1

System Infomation

NAT
Hardware Acceleration
i todel Name vigor2927Lac System up Time | 0:16:49 Status
User Msagy Bouter Noms DrayTek Lot lme | Sat Jan 01 2000 00:16:21 | [17F access mode[None]
Objects Setting Firmware version |4.2.0 Build Date/Time | Jul € 2020 11:52:59 Bridge mode
C5M LAN MAC Address | 14-49-8C-02-37-E6 Disabled
Access Tach
VPN and Remote Access IPv4 LAN Information
[_‘_;Smm- Management 1P Address DHCP 1P Address. DHCP| [Band
; [LANT 192.168.1.1/24 v LANZ 192.168.2.1/24 |v
oo gzﬂq LANZ 192.168.3.1/24 _|v LANA 152 168.4.1/24 _|v Operator
USB Application LANS 192.168.5.1/24 v LANG 192.168.6.1/24 |v -
System Maintenance LANT 192.168.7.1/24_|v LANE 192.166.8.1/24 _|v Signal
Diagnostics [DMZPORT 192.168.254.1/24 | v |F_Routed Subnet 192.166.0.1/24 v RSSI: -
Hew SMS
IPv4 Internet Access
VPN Ling | Mode. 1P Address MAC Addrass Up Time
AP WANT | Ethernet / DHCP Client | Disconnected 14-45-BC-02-37-E9___|00:00:00 Quick Access
é:::?""u Devices m Ethernet / DHCP Client | Disconnected 14-49-BC-02-37-EA 10:00:00
WAN) |wireless 2.4G / OHCP | Disconnected 12-59-BC-02-37-E8  [00:00:00 Dynamic DNS
Jetient, | LB.069
WANL [Wiroless 5G / - = 12-45-BC-02-37-E8 _[00:00:00 [ User Management |
Product Registration LTE use / Disconnécted 00-A0-C6-00-00-55 [00:00:00 |H Ezz ﬂmh
Servica Status. WANG |Uss /- Disconnected T4-46-BC-02-37-EF 0:00:00 Schedule
|ushug  Maitflen |
|[LDAE ]
WAN Connected : 0, SWANL JWANZ _JWAN3 GWAN4 QLTE SWANG [ RADIVS
Al Rights Reserved. TLan Connected : 0, Fortl___FortZ__gPort3 __Portd___Ports [ Firgwall Object Setiing |
L WLAN = ted Dot
:WLANSG Connected :
use cted : 0, JUSB

Security

MyVigar

{3 DoS [ Attack Detected :

(1)

Info The home page will be different slightly in accordance with the type of
the router you have.

5. The web page can be logged out according to the chosen condition. The default setting
is Auto Logout, which means the web configuration system will logout after 5 minutes
without any operation. Change the setting for your necessity.

Auto Logout |
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I-4 Changing Password

Please change the password for the original security of the router.

1. Open a web browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password.

2. Please type “admin/admin” as Username/Password for accessing into the web user
interface with admin mode.

3. Go to System Maintenance page and choose Administrator Password.

System Maintenance == Administrator Password Setup

Administrator Password

Old Password Max

Mew Passwaord Max

Confirm Password Max
Enable 'admin’ account login to Web UI from the Internet

Use only advanced authentication method for Admin "WAN" login
Mobile one-Time Passwords{mOTP)

PIN Code |™*** Secret |FrErErmmmmm

2-Step Authentication

Send Auth code via

SMS Profile 1-777 v Recipient Number
Mail Profile 1-79722 v Mail Address

Note:

Password can contain only a-z A-Z0-9,;:."<>*+=|?2@# ~ ! ()

Administrator Local User

Enable Local User

Use only advanced authentication method for Admin "WAN" login

Local User List

4.  Enter the login password (the default is “admin’) on the field of Old Password. Type
New Password and Confirm Password. Then click OK to continue.

o

Info The maximum length of the password you can set is 23 characters.
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5.

Now, the password has been changed. Next time, use the new password to access the
Web user interface for this router.

DrGYTek lgor2927 Series

Username  |admin |

Password |"°" |

Login

Security Warning: You are logging in without encryption which is
not recommended. To login securely click here.

Copyright © 2000-2021 DrayTek Corp. All Rights Reserved.

Info Even the password is changed, the Username for logging onto the web user
interface is still “admin”.
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|-5 Dashboard

Dashboard shows the connection status including System Information, IPv4 Internet Access,

IPv6 Internet Access, Interface (physical connection), Security and Quick Access.

Click Dashboard from the main menu on the left side of the main page.

Auto Logout s m

Dashboard

wizaras

A web page with default selections will be displayed on the screen. Refer to the following
figure:

Dashboard

DrayTek

ACT 'WANZ LTE

DMZ  WAN1

System Information

Model Nama Vigord927Lac Systemn Up Time [0:16:49 Sratus
DrayTek Current Time Sat Jan 01 2000 00:16:21 LTE access modelHona]
Firmware Version |4.2.3 Bulld Date/Time | Jul 8 2020 11:52:59 Bridge mode -
LAN MAC Address | 14-48-BC-023-37-E8 Disablad
Access Tech
IPv4 LAN information
IP Address OHCP IP Address DHCP| | Band
LAN1 192 168.1.1/24 W LANZ 192.168.2 i W -
LANZ 192.168.3.1/24 W LAN4 192.168.4.1/24 v Operator
LANS 192.1 W LANEG 192.168.6.0/2¢4 |w -
LANT 19 i W LANE 192.168.58.1/24 ¥ Signal
| DMZ FORT 192.168. 0 1P Reuted Subnat 122.168.0.1/24 v RSSI: ---
Neow SMS
IPv4 internet Access
Ling | Mode IP Address MAC Address Up Time
WANT Ethernet / DHCR Digconnactod 14-45-BC-02-37-E9 00:00:00
|_ WANZ |Ethernet ; GHCF Ci Disconnected 14-35-BC-02-37-EA___|00:00:00 | Systom Status |
WY vireless 2.4G isconnactad 12-589-BC-02-37-E8 1: 00:00 Dynamic ONS
IChant TR.04659
WAN4 | wirelass 56/ --- Cisconnactad 12-49-8C-02-37-E8 00:00:00 | User Management |
LTE Use [ --- Cisconnected 00-AD-C6-00-00-55 _ |00:00:00 | IMIP2P Block
WANE |usSE [ --- Disconnacted 14-48-BC-02-37-EE ,,o-:ur:-::-: Schadule
| Svsloo MailAlpry |
AT —
WaN Connected ' 0, SWANL JWANZ SWANI JWAN4 JLTE WANG | RADWS
1 LAN Connected : @ Partl Fort?  gPort3 Fortd Ports | Eiriwall Object Setting |
T WLAN Connected : 0 | Dats Flow Momitpr |
L2 WLANSG Connected : 0
use Connaected : 0, use
23 VBN Connected : 0
2 My\iger Activate : o]
3 Dos Attack Detactad
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I-5-1 Virtual Panel

On the top of the Dashboard, a virtual panel (simulating the physical panel of the router)
displays the physical interface connection. It will be refreshed every five seconds. When you
move and click the mouse cursor on LEDs (except ACT), USB ports, WAN2/P6, or LAN1 - LAN5
(P1~P5), related web setting page will be open for you to configure if required.

ACT WANZ EFTQY 2N oulwan securiy tow
bt [oF o
e Qos s:,
Port Color Description
WAN2/P6 Black WAN2 port is disconnected.
Green WAN2 port is connected at 1 Gbps.
Orange WAN2 port is connected at 10/100 Mbps.
LAN Black LAN port is disconnected.
1-5 Green LAN port is connected at 1 Gbps.
Orange LAN port is connected at 10/100 Mbps.

For detailed information about the LED display, refer to I-1-1 LED Indicators and
Connectors.
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I-5-2 Name with a Link

A name with a link (e.g., Router Name, Current Time, WAN1~6 and etc.) below means you can
click it to open th

e configuration page for modification.

[Tt Vigor2927Lac mUo Ti 0:16:49

[ Router Nama DrayTek Current Tima Sat Jan 01 2000 00:16:21
HErmraTe=verstomr| 4.2, 3 LEulld DateTime ) Jul & 2020 11:52:5%9
[LAN MAC Address | 14-49-BC-02-37-E8

IPvd LAN Information

IP Address DHCP IF Address DHCP
[LANT ) 192.168.1.1/24 v LANZ 102.168.2.1/24 v
LAN3 192.168.3.1/24 |v LAN4 162.168.4.1/24 |v
LANS 192.168.5.1/24 |v LANG 192.168.6.1/24 |v
LANT 192.168.7.1/24 W LANE 192.168.0.1/24 W
| DMZ PORT 192.168.254.1/24 | v IP Routed Subnet 192.168.0.1/24 |

IPv4 Internet Access

Lina | Mode IP Address MALC Address Up Tima
WANT Ethernet | CHCP Client | Disconnactad 14-49-BC-02-37-E9 00 0= 00
[~ WANZ |Ethernet / DHCP Client | Disconnected 14-49-BC-02-37-EA__ [00:00:00
WM Wiraless 2,45 [/ DHCP | Disconnactad 12-56-BC-02-37-F8 Gy 000
Cliant
WhHd  lwireless 506G 0 --- Disconnechad 12-44-BC-0F-37-E8 il 00
LTE UsE § === Disconnactad G0=A0=CS=00=-00=55 00 00: 00
[ WANE Juse Disconnacted 14-40-BC-02-37-EE___[00:00:00
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I-5-3 Quick Access for Common Used Menu

All the menu items can be accessed and arranged orderly on the left side of the main page for
your request. However, some important and common used menu items which can be
accessed in a quick way just for convenience.

Look at the right side of the Dashboard. You will find a group of common used functions
grouped under Quick Access.

System Status
Dynamic DNS
TR-069

User Management
IM/P2P Block
Schedule

SyslLog / Mail Alert
LDAP

RADIUS

Firewall Object Setting
Data Flow Monitor

The function links of System Status, Dynamic DDNS, TR-069, User Management, IM/P2P Block,
Schedule, Syslog/Mail Alert, LDAP, RADIUS, Firewall Object Setting and Data Flow Monitor are
displayed here. Move your mouse cursor on any one of the links and click on it. The
corresponding setting page will be open immediately.

In addition, quick access for VPN security settings such as Remote Dial-in User and LAN to
LAN are located on the bottom of this page. Scroll down the page to find them and use them
if required.

IPv4 Internet Access

Line | Mode IP Address MAC Address Up Time
WAN1 | Ethernet / DHCP Client | Disconnected 14-49-BC-02-37-E9 00:00:00
WANZ | Ethernet / DHCP Client | Disconnected 14-40-BC-02-37-EA  |00:00:00
WAN3 |wireless 2.4G f —-- Disconnected 12-59-BC-02-37-E8 00 :00:00
WAN4 | Wireless 5G / --- Disconnected 12-49-BC-02-37-EB 00:00:00
LTE USE / --- Disconnected 00-A0-CS5-00-00-55 00:00:00
....... WAN UsB / --— Disconnected ~ |14-49-BC-02-37-EE _ [00:00:00 |

AN Connected : 0, SWAN1 WANZ JWAN3 SWAN4 WLTE SWANGS
_d JAN Connected : 0, @Portl Pori2  Port3  @Portd  Port5
o3 JLAN Connected : 0
L4 WLANSG Connected : 0

SB Connected : 0, WGUSB

Connected : 0 Remote Dial-in User / LAM to LAN

73 MyVigor |Activate: 0 ~
£a DoS Attack Detected :
.4 RootCA

System Resource

CPU Usage: | 2%
Current Status | Memory Usage: [ 81%
CPU Temperature: [ 569C

Note that there is a plus (J ) icon located on the left side of VPN/LAN. Click it to review the
VPN connection(s) used presently.
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DSL Connected : Down Stream : OKbps / Up Stream : OKbps
WaAN Connaortad - ] A ARTY LA A R ) AN AT WAL AR WANG
J LAN Connected : 0, @Portl Port2 Port3 @rort4 Ports
J WLAN UTTTTOOLEU . L=
J WLAMNSG| Connected : O
Connected : 0, USB 1
Use 0, USE 2

Host connected physically to the router via LAN port(s) will be displayed with green circles in

the field of Connected.

All of the hosts (including wireless clients) displayed with Host ID, IP Address and MAC address
indicates that the traffic would be transmitted through LAN port(s) and then the WAN port.
The purpose is to perform the traffic monitor of the host(s).

I-56-4 GUI Map

AEMEEIO

| GUI Map L

All the functions the router supports are listed with table clearly in this page. Users can click

the function link to access into the setting page of the function for detailed configuration.

Click the icon on the top of the main screen to display all the functions.

GUI Map
Dashboard Certificate Management
Wizards Local Certificate
Quick Start Wizard Trusted CA Cerfificate
Sernvice Activation Wizard Ceriificate Backup
VPN Client Wizard Self-Signed Certificate
WPN Server \Wizard LTE
Wireless Wizard General Seftings
COnline Status SMS Inbox
Physical Connection Send SMS
Virtual WAN Router Commands
WAN Status
General Setup Wireless LAN(2.4GHz)
Internst Access General Setup
Multi-VLAN Security
WAN Budget Access Control
LAN WPS
General Setup Advanced Sefting
VLAN Station Contral
Bind IP to MAC Bandwidth Management
LAN Port Mirror AF Discovery
Wired 802 1X Airtime Fairness
Hotspot Web Portal Band Steering
Erofile Setup Roaming
Users Information Station List
Quwota Management Wireless LAN(5GHz)
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I-5-5 Web Console

A" HHBEE I o

VWeb Console

It is not necessary to use the telnet command via DOS prompt. The changes made by using
web console have the same effects as modified through web user interface. The
functions/settings modified under Web Console also can be reviewed on the web user
interface.

Click the Web Console icon on the top of the main screen to open the following screen.

@ 192.168.1.1/doc/console htm - Google Chrome l=[=] 3= J
A Tz=2 | 192.168.1.1/doc/console.htm

Type ? for command help
> 2

% Valid commands are:

cam ddns dos exit internet ip

ip& ipf log ldap tacacsplus mngt
msubnet cbject port portmaptime ppa hwaccswap
prn gos quit show smb 3EV
switch 3ys testmail f= upnp usb
vigbrg fullbrg vlan vpn wan hsportal
radius local 8021x wol user appgos nand

apm ethoam ha Swm fw_backupmode cert
service dmn

> 1
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I-6-6 Config Backup

AENMEIODe

Config Backup

There is one way to store current used settings quickly by clicking the Config Backup icon. It
allows you to backup current settings as a file. Such configuration file can be restored by
using System Maintenance>>Configuration Backup.

I-5-7 Logout

AEME DO

Click this icon to exit the web user interface.
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I-5-8 Online Status

Online Status

I-5-8-1 Physical Connection

Such page displays the physical connection status such as LAN connection status, WAN
connection status, and so on.

Physical Connection for IPv4 Protocol

Online Status
Physical Connection f System Uptime: 4days 23:49:54
1Pvd 1Py
LAN Status
IP Address TX Packets RX Packels gﬁus’t:er Primary g:ust:er Secondary
192.168.1.1 280,820 206,065 B.8.8.8 B.B.4.4
WAN 1 Status == Renew
Enable Line Name Mode Up Time
Yes Ethermet DHCP Client 00:00:00
P GWIP TX Bytes TX Rate(bps) RX Bytes RX Rate(bps)
--- -—- 0 (B) 1] o (B) 1]
WAN 2 Status = Renew
Enable Line Name Mode Up Time
Yes Ethernet DHCP Client 00:00:00
[[:] GWIP TX Bytes TX Rate(bps) RX Bytes RX Rate(bps)
--- - 0{8) 1] o (e} 0
WAN 3 Status
Enable Ling Name Mode Up Time
Mo Wireless 2.4G 00:00:00
(-] GWIP TX Byles TX Rate(bps) RX Bytes RX Rate{bps)
- 0{B) a 0 (B) 0
SSID Security PHY Mode Rate Signal Strength
Disable 0%
WAN 4 Status
Enable Ling Name Mode Up Time
Mo Wireless 5G === 00:00:00
[ GWIP TX Bytes TX Rate(bps) RX Bytes RX Rate{bps)
0 1] o a
S50 Security PHY Mode Rate Signal Strength
Disable - 0%
LTE Status
Enable Line Name Mode Up Time Signal
fes use --- 00:00:00
=] GWIP TX Bytes TX Rate(bps) RX Bytes RX Rate{bps)
0 0 0 0
WAN 6 Status
Enable Line Name Mode Up Time Signal
s use --- 00:00:00
P GWIP TX Bytes TX Rate(bps) RX By