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Kaspersky Threat Intelligence

«JlabopaTopus Kacnepckoro» npepnaraeT cepBuchl
nHpopmMunpoBaHNa 06 yrposax, KOTOpble OTKPbIBAIOT AOCTYN

K pa3nuyHoii Hbopmaumn, NoyUYEHHON HalWMMWN aHanuTMKaMmu

1 uccnepgoBaTens My MUPOBOro knacca. DTy AaHHble NoOMOoryT
nio6oii opraHnzaunn a¢pbeKTUBHO NPOTUBOCTOATb COBPEMEHHBIM
Knbepyrposam.

Hawa komnaHns obnapaeTt rny60kumMu 3HaHUSIMK, 6oraTbiM OMbITOM
nccnepoBaHus Knbepyrpos 1 yHuKanbHbiMu cBeaeHusimm o6o Bcex
acnekTax IT-6e3onacHocTu. Bnarogaps aTtomy «JlabopaTopus
Kacnepckoro» ctana aoBepeHHbIM NapTHEPOM NPaBOOXPaHUTENbHbIX
W rocypapcTBEHHbIX OpraHu3aumii o BCemMy MUpy, B TOM Ymicne
MNHTepnona v pasnnuHbix nogpaspeneHnin CERT. Kaspersky Threat
Intelligence npepocTaBngeT akTyanbHble TEXHUYECKME, TaKTUYECKNE,
ornepauuoHHble U cTpaTermyeckne aaHHble o6 yrposax.

Kaspersky Threat Intelligence Bkniouaet

MoTokn paHHbIX 06 yrpo3ax, nnatdopmy ANs ynpaBneHus AaHHbIMU 0 KWbepyrpo3sax, NoMCKOBbI nopTan

0 Kn6epyrposax 1 B3aMMoCBs3s1X, 06/1a4Hy10 NeCOYHNLLY, aHaNMTUYECKNIA UHCTPYMEHT AN aTpnbyuunm
yrpos, aHanutunyeckue otyetbl 06 APT-yrposax, oT4yeTbl 06 yrpo3sax, CBsi3aHHble C KnbepnpucTynieHnamm,
oTueTbl 06 yrposax ana ACY TI1, aHannTtuyeckue otyeThbl 06 yrpo3ax Ang opraHu3auum, a Tak>Ke cepBuc no
yAaneHuio BpeAOHOCHbBIX 1 GULLNHIOBbIX AOMEHOB, MO OTC/IEXUBaHUIO MHPPaCTPYKTYpP KMbGeprpynnmpoBok
1 No B3anMOAENCTBUIO C IKCNepTaMum.
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3anpoc npobHoro
poctyna k Kaspersky
Threat Data Feeds

Moapo6Hee

IP REPUTATION FEED

HASH FEED (WIN / *nix /
MacOS / AndroidOS / iOS)

URL FEEDS (Malicious,
Phishing and C&C)

RANSOMWARE URL FEED
APT IOC FEEDS
VULNERABILITY FEED
PASSIVE DNS (pDNS) FEED
loT URL FEED
ALLOWLISTING FEED

ICS HASH FEED

N OPYTUE

KoHTekcTHble gaHHble

Kaspersky Threat Data Feeds

MoTokm paHHbIX 06 yrpo3ax

Knb6epaTtakun nponcxoasaTt kaxkaplii AeHb. [onbITKn B3noMaThb 3aluTy
npeanpuHMMAaIOTCS BCe Yalle, MPY 3TOM C/TIOXXHOCTb M CKPbITHOCTb
knbepyrpo3 pacTteTt. [1ng kaMmnaHwii, HanpaBfeHHbIX Ha HapyLueHne
BalLMX 6U3HeC-NPOLLECCOB U HaHeceHue ywep6ba Balumm KIneHTam,
310y MbILLNIEHHUKN UCNONb3YIOT MHOrOCTYMNEeH4YaTble aTaku, a TakXxe
cneuwnanbHo nofo6paHHble TaKTUKY U MeToabl. B aToli cutyauum
Heo6xoAMMbI HOBblE METOAbI 3aLLUTbl, OCHOBaHHbIE Ha aHanu3e yrpos.

Bnaropaps uHTerpauumn noTokoB faHHbIX 06 yrpo3ax, coaepikalumnx
nopo3puTenbHble N BpeaoHocHble IP-agpeca, Be6-agpeca n xewn
dalinos, c cywecTByOWMMN cMCTEMaMN 6e30MNacHOCTU, TaKUMK

kak SIEM, SOAR, n nnatpopmamum Threat Intelligence cny>x6bi
nH$opmMaLMOHHOV 6e30NacHOCTM MOryT aBTOMaTU3MPOBaTb NPOLLECC
nprvopuTM3aumm onoseLeHnin o6 yrposax. lMpu aTom cneumanmcTsbl
No COPTUPOBKE TakKUX ONMOBELLEHWIA NONY4aloT AOCTAaTOYHO
KOHTEKCTa, YTo6bl cpasy BbiIBNATb CObbITUS, Tpebylowne 6onee
NPUCTanbHOro N3y4eHns NN dcKanauum rpynnam pearmpoBaHms Ha
WHUMAEHTbI ANS AeTaNbHOro paccnenoBaHus.
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https://www.kaspersky.ru/enterprise-security/threat-intelligence-subscription?utm_content=ti

MoToku paHHbIX reHepupytoTcs
aBTOMAaTUYEeCKU B peXume peanbHoOro
BPeMeHU Ha OCHOBE flaHHbIX, COBupaemMbix
no Bcemy mupy (B ceTb Kaspersky Security
Network BxoasiT AecATKM MUAIMOHOB
KOHeuHbIX nonb3oBaTeneii 6onee yem na
213 cTpaH, YTo MO3BONSIET OTC/EXUBATb
3HaYUTENbHBbI 06BEM UHTEPHET-
Tpaduka). 9To o6ecneyrBaeT TOUHOCTb U
BbICOKYIO CKOPOCTb O6HapyXeHus.

MpocToTa BHeapeHud. [ing apdekTuBHOM
MHTerpauum npeaocTaBAsioTCs
AOMONHUTENbHAs AOKYMEHTaLNS,
o6pasLibl, TOMOLLb CNY>X6bl TEXHUYEeCKOol
nopaepxku «Jlabopatopun
Kacnepckoro».

B noaroToBKe NOTOKOB AaHHbIX y4acTBYIOT
COTHU CMeuvnan1cToB, BK/loUYas aHaIMTMKOB
6e30MacHOCTM CO BCEro MMpa, 3KCNepToB
13 rno6anbHOro LieHTpa nccnefoBaHms

v aHann3sa yrpo3 (GReAT) u Begywue
KOMaHAbl OTAENa uccnepoBaHuii

n paspaboTku (R&D). CneunanucTtsl no
6e30MacHOCTU NONy4YaloT KPUTUHECKN
BaXHYI0 MH$OPMaLNIO N YBEAOMANEHUS,
reHepupyemble Ha OCHOBE HafeXHbIX
AaHHbIX, He TpaTs BpeMs 1 CUnbl Ha
06paboTKy HEKPUTUYHBIX OMOBELLEHWIA.

MoBbiweHne 3¢pPeKTUBHOCTU peLueHniA

A9 3aWmnTbl ceTtun, Bkntoyasa SIEM-

CUCTEMbI, MEXCETEBbIE 3KPaHbl, CUCTEMbI
o6Hapy>XeHUs 1 NpefoTBpaLLeHuns
BTOP>XXEHUIA, NPOKCU-CEPBEPDI, PELLEHNS ANd
cny>x6 DNS u TexHonorum npotTusogencTemns
APT-yrposam c nomMoLbio UHTErpaumm

C NOCTOSAHHO OGHOB/IIEMbBIMU MOTOKaMu
AaHHbIX. 3TN MOTOKN AaHHbIX cofAepXaT
aKTyasibHble MHANKATOPbl KOMNpPOMeTaLum ¢
AOMONHUTENbHBIMUN KOHTEKCTHBIMU A aHHbBIMMU,
4YTO NO3BONSET BOBPEeMs 06HapyXuBaTb
KnbepaTaku n nyywe NOHMMaTb HaMepEeHNs,
BO3MOXHOCTU 1 LieIN 3710y MbILLIEHHUKOB.
Mopnepxusaiotca Beaywme SIEM-cuctemsl
(HP ArcSight, IBM QRadar, Splunk un npouue)
1 nnaT$opmMbl aHann3a yrpos.

C60p n obpaboTka gaHHbIX

[aHHble cobupatloTcs N3 MHoXecTBa pa3HOObpa3HbIX HaAEXHbIX
MCTOUYHUKOB, BkNiouas ceTb Kaspersky Security Network v Hawu
cobcTBEeHHble MOUCKOBbIE PO6OThI, CEPBNC MOHUTOPUHra 60THET-Yrpo3
(kpyrnocyTouHoe cnexxeHune 3a 6oTHeTaMu, UX LLenaMun U AeiicTBnamu),
NOBYLUKW AN claMa, AaHHble UCCnefoBaTeIbCKUX FPYM 1 NapTHEpPOB.

Bca cobpaHHada nHdopmauus TwaTenbHO NPOoBepseTCs N ounLL,aeTcs

B peXXume peanbHOro BpemMeH! Npy NoMOLLU pa3nnyHbiX METOAOB
npepBapuTenbHON 06paboTku: CTaTUCTUUECKNX KPUTEPUEB, MECOUHULL,
CPEeACTB 3BPMCTUUYECKOrO aHann3a, UHCTPYMEHTOB A4S onpeaeeHuns

cxoAacTs, NpoduanpoBaHNsa Mofaerneii NoBefeHNs N NPOBEPKU

aHaInTUKamMmu.

MpocTbie popmaTbl gnqa

pacnpocTpaHeHus AaHHbIX (JSON, CSV,
OpenloC, STIX) uepea HTTPS, TAXII

1 crneumann3npoBaHHble MeToAbl AOCTaBKU
NO3BONSIOT C JIEFKOCTbIO UHTErPUPOBaTb
NOTOKM AaHHbIX B IB-peLueHns.

Bce naHHble reHepupyloTcs

1 OTCNEeXUBalTCA MOLLHOM
O0TKa30ycTol4nBoli MHPpacTPyKTypoii,
yTOo o6ecneymBaeT NOCTOSAHHYIO
[OCTYMHOCTb.

YckopeHune pearmpoBaHuns Ha UHLMAEHTI
1 pacluMpeHmne BO3MOXXHOCTEN
KPUMUHaNMCTU4eCcKoro aHannsa

3a cyeT aBTOMaTM3auum npouecca
nepBOHaYanbHO COPTUPOBKN. AHANUTUKN
no 6e30nNacHOCTN NOJTy4aloT KOHTEKCTHbIE
AaHHble ANS HEME//IEHHOT O BbiIBNIEHNS
npeaynpexaeHniA, noanexalinx
paccnepoBaHuio AN nepepaye rpynnam
pearmpoBaHuns Ha UHLUUAEHTbI.

MoTokun paHHbIX, cogepiKalime MHOro
NIOXXHOMOMOXUTENbHbIX 3anncei,
npakTuyecku 6ecnonesHbl, NO3TOMY
NpoBOAATCS CKpynyne3Hoe TeCTUPOBaHMe
1 unbTpauma AaHHbIX, YTO6bl 3aKa3vunkam
npepocTaBnganacb Tonbko Ha 100%
noaTBepXaeHHas nHpopmaums.

MpepoTBpalleHne yTeukn
KOHbUAEHUMANbHbIX AaHHbIX 1
WHTENNeKTyanbHoi cCO6CTBEHHOCTU C
3apaXeHHbIX YCTPOIWCTB 3a npeaesbl
opraHusauuu. MpepoTepalieHne
yTeuku KoHPUAEHUNANbHbIX AaHHBIX U
VHTENNeKTyanbHoi CO6CTBEHHOCTU C
3apaXeHHbIX YCTPOIWCTB 3a npeaesbl
opraHusauuu.

MocTaBwwmkun ynpaensembix ycnyr 6eaonacHoctu (MSSP) moryT pa3seuBaTb cBoOil 6u3Hec,
npepnarasi KANEHTaM NyuLlyio B OTPAciun aHaNUTKKY Yrpo3 KaK ycnyry npeMmuymM-Kniacca.
lpynnbl 3KcTpeHHoro pearnpoBaHusa Ha nHUUAeHTbl (CERT) MoryT pacwumputb cBon
BO3MOXXHOCTMU 1 MOBBICUTb Ka4eCcTBO 06Hapy>XXeHUs 1 MAeHTUGMKaLMM YTpo3.



Kaspersky CyberTrace

Mnatdopma pnsa ynpaeneHns faHHbIMU
0 Knbepyrposax

MHTerpaumsa akTyanbHbiX MalWMHOYNTAEMbIX aHAIMTUYECKMX AaHHbIX
06 yrpo3sax B cyLLecTBYyloLMe CPEACTBA yrpaB/ieHs 6e30MnacHOCTbIO,
Takune kak SIEM-cucTtemsbl, no3BonseT aBTomaTM3nMpoBaTb

npouecc nepBoHavanbHO NpuopnTU3aLnn n knaccupukaumm.

Ho nocTosHHbI/ pOoCT Uncna AOCTYMHbIX ANS MHTErpaL M NoTOKOB
AaHHbIX 06 yrpo3ax MellaeT onpeaenuTb UCTOYHUKN NHGopMaLmu,
nopxopsime Ans KOHKPETHOW opraHn3aumn. AHanuTu4eckune
AaHHble NPeAoCTaBASIOTCS B pa3nnyHbix ¢opmMaTtax v BKIoYaloT
6onbLoe KoNn4ecTBo NHAUKaTopoB komnpomeTauum (IoCs), uto
CUNbHO YCNOXHSIEeT nx obpabotky SIEM-cuctemamu nnm apyrumm
cpepcTBaMu yrnpaBieHunsa ceTeBoii 6e3onacHoOCTbIO.

Kaspersky CyberTrace — aT1o peweHue knacca Threat Intelligence
Platform, koTopoe Nno3BongeT ynpocTUTb MHTErpaLmio NOTOKOB
AaHHbIX ¢ SIEM-cnctemoii pnga ganbHeliwero ncrnonb3oBaHus
aHanuTUKN Yrpos3 B noBcepgHeBHo paboTte Nb-cnyx6. Mnatdpopma
B3aMMOJAENCTBYET C NOGbIMY TUNaMy NOTOKOB aHaANIUTNYECKUX
AaHHbIX 06 yrpo3sax («JlabopaTtopuu Kacnepckoro», apyrmux
NOCTaBLYMKOB, N3 OTKPbITbIX ICTOUHMKOB UMM UHbIX KAHANOB) B
$popmaTax JSON, STIX, XML n CSV n nopaep>xmeBaeT HaCTPOEHHYIO
UHTerpauuio co MHorumu SIEM n nctouyHmkamm XXypHanos.
Bnaropaps aBTomMaTMYeCckoMy CONMOCTaBNEHUIO XXYPHaNOB C
noTokamun aHanTU4Yeckux paHHbix o6 yrposax Kaspersky CyberTrace
obecneumBaeT CUTyaLMOHHYIO OCBEAOM/IEHHOCTb B peasibHOM
BPeMeH 1 MO3BOoNIeT aHannTukam no 6es3onacHoOCTy NPUHMMATb
CBOEBpEMEHHbIE N B3BELLUEHHbIe peLleHus.

Kaspersky CyberTrace cogepxut Habop nHcTpymeHTOB Ans a¢pPekTuBHoi knaccudpukauum coboitnii Ub

N nepBoHaYasibHOro pearmpoesaHums:

+ basa gaHHbIX NMHONKaATOPOB C NOJIHOTEKCTOBbIM
MOUNCKOM N BO3MOXXHOCTbIO MONCKa C
ncnosib3oBaHMeM pacwmpeHHbIX 3anpocosB
NO3BOJISIET BbIMOJIHATb CJIOXHbIA MONCK NO BCEM
nonsgm MHAQNKaTopoOB.

» CTpaHuubl c nogpo6Hoi uHopMaLMeil 0 KaxxaoMm
vHankaTope obecneunBatoT 6onee rny6okunin aHanus.
MonHasa nHpopmauns o6 NHAMKaTope OT BCex
NoCTaBLLMKOB aHaNNTUYECKUX AaHHbIX 06 yrposax (c
MCKJIoYeHeM Oy 6nmpyioLwmxcs AaHHbIX) No3BonseT
aHanuTukam obcy>kaaTb yrpo3bl B KOMMEHTapUsIX 1
Ao6aBNaTb BHyTPEHHMWE AaHHbIe K UHANKATOpY.

* Research Graph nosBonseT Bu3yanbHo nsyuyarb
xpaHswuecs B CyberTrace cBegeHna n obHapy>xeHus
M BbISIBNATb 06LMe YepThl yrpos.

* DyHKLUMA 3KCNopTa MHANKATOPOB NO3BONSET
aKcnopTupoBaTb Habopbl NHANKATOPOB 1 NepeaaBaTb
AaHHble 06 yrposax mexpay ak3emnngpamu Kaspersky
CyberTrace nunu gpyrummu nnatpopmamu aHanusa

yrpos.
- HasHauyeHune Teros nHakaTopam KOMnpomeTauum
ynpouwaeT ynpaeneHue nmu. MoxxHo cosgatb no6oii

Ter, ykasaTb ero 3Ha4MMOoCTb U NPUCBaNBaTb ero
MHAMKaTOpam KommnpomeTauum BpyUHyto. MoxHo

BbINOJIHSITb COPTUPOBKY U PpUNbTPaL MO UHANKATOPOB
no Teram v X 3Ha4YNMOCTN.

" PeTpOCI‘IEKTI/IBHa&'I npoBepka no3sonseT

aHannaupoBaTb 06beKTbl B paHee NPOBEPEHHbIX
COGbITMSAX C UCMONIb30BaHNEM NOCIEAHUX MOTOKOB
AaHHbIX AN19 Noncka He 06HapY>KeHHbIX paHee yrpos.

* QunbTpauus cobbiTuii 06HapyXXeHUs Ans

panbHeliweli otnpaeku B SIEM-cnctemsl cHxxaeT
Harpy3Ky Kak Ha camMu CUCTeMbl, Tak U Ha aHaNMTUKOB.

» CTaTucTUKa NCronb30BaHUS NOTOKOB AaHHbIX

nomoraeT Bbl6paTb Hanbonee LeHHbIX NOCTaBLLNKOB
aHanuTu4yeckoit uHbopmauum o6 yrposax
nocpencTeom namepeHns appekTUBHOCTU
VMHTErpupOoOBaHHbIX MOTOKOB AAHHbIX N MOCTPOEHUS
MaTpuLbl NepeceyeHns NOTOKOB AaHHbIX.

+ [ng nocTaBLUKOB ynpaBaseMbIX yCnyr

6e3onacHOCTHU, a TakXXe ANa ncnonb3oBaHNs Ha
KPYMNHbIX NpeanpuatTuax peann3oBsaHa nogaepixxka
MYJIbTUTEHaHTHOCTW.

* REST APl no3BonseT BbINONHSATb MOUCK 1 YNPaBASTb

aHanUTU4YeCcKMMU AaHHbIMU 06 yrposax, a Takxe
mHTerpuposaTtb Kaspersky CyberTrace B cnoxHble
cpepbl ANs aBTOMaTU3aLumm 1 ynpaBneHus.



PelweHune ncnonbsyeT BHy TPEHHMI NpoLuecc aHanm3a

N conocTaBfeHNs NOCTYNaOLUX AaHHbIX, YTO CYLLLECTBEHHO CHKaeT
pabouyio Harpy3ky Ha SIEM-cuctemy. Kaspersky CyberTrace
aHanusnpyeT nocTynaiowme aaHHble, 6bICTPO conocTaBnseT

NX C MOTOKaMW U reHepupyeT cO6CTBEHHbIE OMOBELLEHUS Npn
obHapy>eHun yrpo3s. Ha cxeme HmKe nokasaHa BbICOKOYpPOBHeBas

apxXnTeKTypa peLueHus.

SIEM-cucTtema cobupaeT XypHarbl C pas3nmnyHbIX
ycTpoiicTs n IT-cuctem n oTnpaBnseT AaHHbie

o cobbitusix ¢ URL, IP-appecamu n xewwamm

B Kaspersky CyberTrace Ha aHanu3
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WcTouHnkm noroe HeoBpaboTaHHbie
noru SIEM
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CETb
x?

4

Kaspersky CyberTrace 6bicTpo
conocTas/isieT NocTynalowme cobbiTus

€ NoToKamu faHHbIX 06 yrpo3ax

1 OTMpaBNsieT faHHble 06 06HapY>KEeHHbIX
yrposax B SIEM u Kaspersky CyberTrace
Web

Mepepauva
co6biTuiA

’ =
» — B
O6Hapy>eHHble

yrposbi CyberTrace

BHyTpeHHMe NCTOUHNKMN
AaHHbIX

CyberTrace Web

MoToku AaHHbIX 06 yi
«JlaBopaTopum Kacne
KOMMepYecKume N KacTOMM:
nonb3oBaTeNbcKme NoTokKl
OTKPbITbIX NCTOYHNKOB

* lMonyuaeT onoeeLueHns 06
06Hapy>XEHHbIX Yrpo3ax
C AOMONHUTENbHBIM KOHTEKCTOM

* lNpoBoauT NnepeoHavanbHoe
paccnefoBaHve 1 UHULMMPYeT
npoLecc pearvpoBaHusi Ha
OCHOBE KOHTEKCTa




Kaspersky Threat Lookup

MonckoBbiii nopTan o kKMbepyrposax u nx
B3aUMOCBS39X

KnbepnpecTynHocTb He 3HaeT rpaHuL, a ee TeEXHMYeckas

6a3a 6bicTpo coBepLueHCTBYeTCS. [1onbITKM B3nomaTb 3aluTy
npeanprvHMMalOTCS BCe Yalle, NPy 3TOM CJIOXKHOCTb U CKPbITHOCTb
Kknbepyrpo3 pacTerT. [1ng KamnaHuii, HanpaBneHHbIX Ha HapyLUeHne
paboumnx npoueccoB, KpaXky akTUBOB U HaHeceHue yluepba,

3anpoc I'IpOGHOFO 3710y MbILLTIEHHNKWN UCMOJIb3YIOT CZIOXHbIE LLeNOoYKN nopaxeHuns, a

poctyna k Kaspersky

Threat Lookup

Moapo6Hee

O61bekThl ANng
aHannsa

E URL-appeca
IE JomeHbl

IP-appeca

# Xewm

TakK>Xe cneunanbHO nop.06pa|-||-|b|e TaKTUKWN, TEXHUKWN N npoueaypbl.

Kaspersky Threat Lookup — aTo mowiHada eguHas oHnaiH-nnatgopma,
OTKpbIBaloL,as AOCTYMN KO BCeM HakonneHHbim «JlabopaTopueii
Kacnepckoro» aHaHnsm o knbepyrposax 1 nx ssaumocsasax. Cepsuc
npepocTaBnsieT cneynanucTam no 6e3onacHoCTU MakCUMyM
uHpopmaunm ansg NnpeaoTBpaLLeHnsa kKnbepaTtak A0 TOro, Kak
opraHusauuun 6yaeT HaHeceH Bpep,. MopTan npepocTaBnsieT cambie
nocnepHve gaHHble No Beb6-aapecam, gomeHam, IP-agpecam, xewwam
$aiinos, HazBaHUSM yrpo3, CTaTUCTUYECKUM N NOBEAEHYECKUM
AaHHbIM, aaHHbiM WHOIS / DNS, atpnbyTam ¢aiinos, gaHHbIM
reonokauuu, Lenoykam s3arpy3sku, BpeMeHHbIM MeTKamM v

npoyemy. PesynbraTtom siBnsieTcs rnobanbHas BUAMMOCTb HOBbIX

1 BO3HMKAIOLLUX YFPO3, YTO MOMOoraeT 3alTUTb OpraH1u3auuio n
ycKkopsieT pearmpoBaHue Ha MUHUUAEHTDI.

NcTouHnkm
E Kaspersky Security
3anpoc KoHTeKkcTHble # aaf i
nHbopMaLMM O o i Momckoebie po6oTI
Kaspers kY @ Josywkn ang cnama
Threat
LOOku ABTOMaTUYeckoe MoHUTOPUHT
p conocTasB/ieHne 60THeT-yrpo3
MaccuBHasg

Be6-cepeuc pennukaLms DNS

* O6beKT BpeaoHOCHDIN?

CeHcopbl
Pearuposate » KomnaHus nog yrpo3zoin?

Ha wARSHTY * Kaxosa uens yrposei? MapTHeps!
Kakue ects ssaumocesiau?



https://www.kaspersky.ru/enterprise-security/threat-intelligence-subscription?utm_content=ti

Mpewn

HapexHble paHHble 06 yrpo3sax:
«JlabopaTopus Kacnepckoro»
npepocTaBnsieT HaAeXHble
AaHHble 06 yrposax geTasbHoii
KOHTEKCTHOIA nHopmaumeid.
MpopaykTbl «JTabopaTopuu
Kacnepckoro» geMoHcTpupyioT
HavnyuJlime pe3ynbTaTbl Npu
TecTMpOBaHNN peLeHniA ans
3alnThl OT BPEAOHOCHBIX
nporpamm. HenpeesoiipeHHoe
KaueCcTBO aHaNUTUYECKUX AaHHbIX
NnoATBep>XXAaeTcs BbICOKUM YPOBHEM
o6Hapy>kKeHNs ¢ MUHUManbHbIM
YPOBHEM NOXHbIX cpabaTbiBaHUIA.

MacTep-nounck: nomck nHpopmavmm
€ MCMnonb3oBaHNEM BCEX aKTUBHbIX
CepBUCOB aHannsa yrpos u
BHELUHNX UCTOUYHUKOB (BK/IoYast
MHAMKAaTOpPbl KOMMPOMEeTaL MM U3
OTKPbITbIX UCTOYHWNKOB, @ Tak>Ke
NouncK B TEHEBOM N MOBEPXHOCTHOM
MHTEepHeTE) B €AUHOM 11 MOLLLHOM
uHTepdodeiice.

Mownck yrpo3s: npoakTUBHbIV NOoAX0A,
K NpeAoTBpaLLEeHUIO M 0GHapYXXEHWIO
aTak 1 pearnpoBaHMIO Ha HUX
nossonsieT MMHMMN3UPOBAaTb YacTOTYy
VMHUUAEHTOB 1 ylep6. Bl cmoxeTe
OTCNEeXUBATb U YCTPaHSATb aTaku Ha
cambIX paHHUX aTanax. Yem paHbLlie
6yneT o6Hapy>XeHa yrposa, Tem
MeHbLU 6yaeT HaHeCeH ylep6 1
Tem 6bicTpee ByaeT BoccTaHOBEHA
paboTocnoco6HOCTbL pecypcoB 1
ceTn.

MpocToTa ucnonb3oBaHusi Yepes Be6-
nHTepdeiic unn REST API: cepBrcom
MOXXHO MO/NIb30BaTbCs B PyYHOM
pexume yepes Be6-nHTepdelic (B
6pay3sepe) nunun yepes REST API.

PaccnepoBaHue nHLUMAEHTOB:
Research Graph yckopsgeTr
paccnepoBaHne MHLMAEHTOB,
No3BoNsis BU3yasnbHO N3y4aTb
xpaHsawmecq B Threat Lookup paHHble
M o6Hapy>XeHus; paeT rpapuyeckoe
npeacTaB/ieHne cBa3eil Mexay Be6-
appecamu, pomeHamu, IP-agpecamu,
darinamun n apyrumn gaHHbIMM AAs
unnocTpaumm nonHoro macwraba
VHLMAEHTA U BbiSIBIEHUS €ro
OCHOBHOW NMPUYNHbI.

PasHoobpa3zue dopmaTos akcrnoprTa:
nopaAepXXmMBaeTcs aKcnopT
VMHAVKaTOPOB KOMMpOMeTaLu 1
KOHTEKCTHbIX AaHHbIX B MONYnsipHble
MalmHounTaemble popmaThbl,

Takue kak STIX, OpenlOC, JSON,
YARA, Snort u CSV. 91o noseonseTt
NPUMeHSTb AaHHble 06 yrpo3sax

C MaKcumManbHoi Nonb30W,
aBTOMaTU3Mpys paboume npouecchl 1
WHTErpupys 3T CBeAeHNs B CUCTEMbI
ynpaBneHus 6e3onacHoOCTbIO, Takue
kak SIEM.
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MnaTtdopma nomoxerT:

Haiitn undopmaumio BbisicHnTb, aBnsieTcs nn MoHaTb, nouemy o6bekT
06 uHankaTopax yrpos O6Hapy>XeHHbIi 06 BbEKT cuMTaeTcs BPeAOHOCHbIM.
¢ nomoubio Be6-uHTepdeiica pacnpocTpaHeHHbIM NN

uwnu REST API. YHUKaNbHbIM.

MonyunTb NnoppobHble cBeaeHNs 06 ob6bekTe, BkNovas cepTudurkaThbl,
pacnpocTpaHeHHble Ha3BaHug, Ny Tn ¢paiinos n Beb6-appeca, Ans
BbISIBJIEHUSI HOBbIX MOA03PUTENbHbIX O6BHEKTOB.



MprHATME aHaNMTNYECKOro peLleHns
Ha ocHoBe nosefeHus daiina npu
OOHOBPEMEHHOM aHann3e NamsaTu
NpoLEeCccoB, CeTEBOI aKkTUBHOCTM

N NpoYnX Nokasarenen — aTo
ONTVMasbHbIV MOAXOA K MOHUMAaHNIO
COBPEMEHHbIX KOMMNEKCHbIX LieNeBbIX
n APT-yrpos.

3anpoc npo6bHoro
poctyna k Kaspersky
Cloud Sandbox

Moppo6Hee

Be6-uHTepddeiic

REST API

Kaspersky Cloud Sandbox

O6nayHas necoyHuLa

CoBpemeHHbIe LieneBble aTakyn HEBO3MOXHO NPeAoTBPaTUTb,
NCNonb3ys TONbKO TPAAULIMOHHbIE MPEBEHTNBHbIE UHCTPYMEHTbI.
AHTBUPYCHBbI ABMXKOK CNOCO6EH OCTaHaBNMBaTb TOJNIbKO
N3BECTHbIE YrpO3bl M X Pa3HOBUAHOCTW, B TO BpeMs Kak co3aaTtenu
BpeaoHocHoro N0 nyckaloT B Xof BCe CPEACTBA, YTOObl CKPbITb €ro
OT aBTOMaTU4YECKOro 06Hapy>XeHNs.

TexH KOTOPBIij
no3BonsieT uccnepoBaTb CXOAHbIe 0bpasubl paiinos, HaxoaUTb
WHAMKaTOpPbl KOMNpPOMeTaLn Ha OCHOBaAHUWN NOBEAEHYECKOro
aHanu3a v o6Hapy>XnBaTb BPeAOHOCHbIE 06BbEKTbI, KOTOPbIe

He BCTpe4vanucb paHee. [puHaTue aHannTUYeCcKoro pelleHnsHa
ocHoBe noseAaeHus ¢aiina npu ogHOBPEMEHHOM aHanu3e NamsaTu
npoLeccoB, CETEBO aKTMUBHOCTMN NPOYMNX Noka3aTenei — aTo
ONTMManbHbI NOAXOA K MOHMMaHUIO COBPEMEHHbIX KOMMIEKCHbIX
uenesbix 1 APT-yrpos.

Q

PaclumpeHHoe o6HapyxeHue
APT-, LeneBsbIx 1 CNIOXHbIX Yrpo3

o

Pa6ounii npouecc, No3BonstoLLnii
nPOBOANTb AeCTBEHHOE

1 BCECTOPOHHEE paccnefoBaHne
VNHUMOEHTOB

O
MacwrabupoBaHue 6e3

HEOBXOANMOCTM MOKyNaTh
[OPOrocTosEe YCTPONCTBa

BesynpeuHasd uHTerpauns
1 aBTOMaTn3aLms NpoLeccoB
6esonacHocT



https://www.kaspersky.ru/enterprise-security/threat-intelligence-subscription?utm_content=ti

KomnnekcHas
OTYETHOCTb:

- Barpyska n 3anyck 6uénuorek DLL

* BHewHee coepuHeHne
C AOMEHHbIMN MMEHaMI
n|P-appecamn

- CospaHue, nsmeHeHue
v ynaneHue ¢daiinos

+ Moppo6Hasa nHpopmaumsa o6
yrposax ¢ pekomeHpauusamu ans
KaX[0ro BbiIBNIEHHOr0 MHAMKaTopa
KOoMMpomeTaLmm

+ [Jamnbl namsTv npoueccos
n ceteBoro Tpaduka (PCAP)

+ 3anpocbinotBeTbl HTTP nDNS

= Co3paHune B3aMHbIX NCKTIOYEHUA
(mbloTekchbl)

+ REST API

- NameHeHue n cozpaHune kniovei
peecTpa

+ CospaHue npoueccos
€ nomolbio BbinonHgemoro daiina

* CHUMMKM aKpaHa

* W mHoroe gpyroe

Execution map

Suspicious activities

[MpoakTnBHOE BbiIBNEHuEe
N NpepoTBpaLLeHne yrpos

an/I BbIMOJ/IHEHNN BP€AOHOCHbIX MporpamMmm UCrnoJib3yloTCA
pas3nnyHbie meToabl ob6xopa MexaHU3MoOB o6Hapy)KeHv|9|.

Ecnn cuctema XKepTBbl HE oTBe4YaeT onpenesieHHbIM Kputepusm,
BpepoHOCHaq nporpamMmma CamMmoyHUYTOXUTCY, HE OCTaBuB C1eaoBs.
ﬂﬂﬂ BbigBNeHNd BpeaoHOCHOro koga neco4yHuua aoji>kHa ymeTb
TOYHO MMUTUPOBaTb NnoBeaeHne 06bIYHOro NoNb3oBaTenNs.

B nsonnpoBaHHOM cpeae NpoBoAUTCS NOBEAESHYECKNIA aHaNnu3

M UICNONb3YIOTCS HAaAEXHbIE MeXaHN3Mbl 6/T0KMPOBKU TakMX METOAOB.
Tak>ke necoyHUL,a NPUMEHSET TEXHONOMMU MOAENNPOBaHUS
noBepeHUs YenoBeka, Takme Kak aBTOKIMKep, MPOoKpyTKa
AOKYMEHTOB, 1 Apyrue AeicTBuS.

O6nauyHas necouHunua «JlabopaTtopun Kacnepckoro» [</&54

BCe 3| O NoBeAeHNM BPeAOHOCHBIX MPOrpamm, MosyyYeHHble

3a 6onee yem 20 neT HenNpepPbIBHOro NCCNeAoBaHNS Yrpo3, YTo
no3sonseT obHapy>xueaTb 6onee 380 000 HOBbLIX BpEAOHOCHbDIX
061BbEeKTOB KaXablil AeHb.

Kaspersky Cloud Sandbox siBnsieTcs Ba>kHbIM KOMMNOHEHTOM ANS
aHanu3sa yrpoa3. B pamkax cepBuca Kaspersky Threat Lookup
cobupatoTcs noapo6Hbie akTyanbHble CBeAeHUs 06 yrposax:
Be6-appeca, pomeHbl, IP-agpeca, xewwm $aiinos, HasBaHNS yrpos,
cTaTUcTMYecKne N noBeaeH4Yeckne gaHHble, paHHble WHOIS/
DNS v npoune. O6nayHast necoyHunL,a NO3BONSET CBA3aTb 3TU
AaHHble C UHANKaATOpaMu KOMMApoMeTauum, CreHepMpoBaHHbIMIA
aHanusnpyembiM o6pasLom.




Osonouyus
Knéepyrpos

Knbepyrpo3sbl NocTosHHO
9BOMOUMNOHUPYIOT. HabnogaTtb
3a HMMW, aHann3npoBaThb,
BOBPEMS pearnpoBaTb Ha aTaku
1 CBOANTb K MUHUMYMY UX
NocnencTBuUs — Ype3BblHYanHO
TPYLOEMKIMI NpoLiecc.

Basza paHHbIX

Basa 3HaHui Kaspersky Threat

Attribution Engine copepxut

nHdopmaLmo 06 ak3emnaspax

BPEOOHOCHbIX 06 BEKTOB,
cobpaHHbIx 3a 6osnee yem
20 net paboThl

Kaspersky Threat Attribution Engine

AHannTU4ecKunin UHCTPYMEHT A aTpnbyunn
yrpos

LleneBble aTaky — ogHa U3 rnaBHbIX Yrpo3 Ang opraHmsaumii. O6biuHo
Takue aTaku TLLATENIbHO rOTOBATCS, U 3/10YMbILLUTIEHHUKW UCMONb3YIOT
camble pasHble TEXHUKMU U TaKTUKK, YTOObl NPUUYMHUTL BpeA, v Npu
9TOM KaK MO>XHO A0JIbllie OCTaTbCs He3aMeUYeHHbIMU. ATpnbyLuS
Yyrpo3 no3BonsieT NOHSATb, KTO CTOMT 3a LieNIeBOW aTaKom, YTo ABNseTCSs
ee nepBoOOYEpPEfHOI LieNbio N Kakne UHCTPYMEHTbI U MeTOAbl 06bIYHO
nucnonb3yeT Ta WM NHasi KWbeprpynnmpoBka, 4Tobbl 4OCTUYb
HY>XHoOro eii peaynbtaTta. Bce aTo nomoraeT 6bicTpee u TouHee
pearvpoBaTb Ha UHLMAEHT, YMeHbLUaTb HEraTUBHbIE NOCNEACTBUS
aTaku 1 npoBoAuTb apPeKkTNBHbIE paccrefoBaHUS.

Mpw aTom, YTO6BI cO3aaThb 3PPEKTUBHYIO CUCTEMY aTpubyunn,
Heo6xoANMbI BbICOKOKBanMpuLUMpoBaHHble CNeunanncTbl C ONbITOM
paccnenoBaHNs UHUMAEHTOB 6e3onacHOCTU 1 6onbluve 06beMbl
AaHHbIX, HAKOM/IEeHHbIe 3a MHOrO neT. OKkcnepThl «JlabopaTopun
Kacnepckoro» 3a roabl paboTbl 06Hapy>Xunm pecaTkm atak
rno6anbHoro macwtaba, NPoOBOASAT CKPynyne3Hble UCCNeAoBaHNS
APT-aTak 1 NOCTOSIHHO N3y4aloT HOBbIE YIPO3bl. OTX OOLINPHbIE
3HaHWS Nernv B OCHOBY

Basa 3HaHuii Kaspersky Threat Attribution Engine copepxut
uHdopmaumio 06 ak3emnnspax BpeaoHOCHbIX O6BHEKTOB,
accounnpoBaHHbIX ¢ n3BecTHbIMU «JlabopaTopun Kacnepckoro»
APT-yrposamu, cobpaHHbiMU 3a 6onee yem 20 net paboThl,

1 onepaTUBHO nononHsieTcs. [LocTyn K yHMKanAbHbIM AaHHbIM

06 yrposax nossonsgeT aHanuTukam 6esonacHocTn obecneunTb
CBOEBpPEMEHHYIO peakuuio Ha cnoXHble APT-kamnaHum n
CKOpPPEKTUPOBaTh CYLLECTBYIOLLME NOAXOAbI K OpraHM3aLmm
3awumaemMon NHGpacTPyKTYypbl.

600+ 120+ 60 000+
K1NBGepnpecTynHIKOB aHanUTNYecKunx dalinos copepXxuT
n APT-kamnanHuin OTYETOB COCTaBNSEM cerogHs bubnunoTeka
Mbl OTCNEXNBaeM eXerogHo APT-yrpos

B pelweHumn ncnonbsyeTcs yHUKanbHbli METOA CPaBHEHNS
aHann3npyembix 9K3eMMNASPoB NoA03pMUTENbHbIX ¢palinos

C BpepoHoCHbIMU obpa3uamu n3 konnekuum Jlabopatopun
Kacnepckoro», B Liensix BbiIBNIeHUS CTEMEHN CXOXECTU MEXAY
HUMW. BepodaTHOCTb NIOXXKHOMONOXUTENbHOro cpabaTbiBaHUA
npu aToMm MnHUManbHa. Cuctema atpubyuum «Jlabopatopum
Kacnepckoro» conocrtaBnsieT HoBble COBbITUSI C U3BECTHBIMU
APT-yrposamu, uenesbiMuy aTakamu U KnéepnpecTynHbiMun
rpPynnupoBKamm, No3BONSS OTANYNTb Cepbe3Hble ClyYvaun

OT HE3HaAYNTENbHbIX UHLUNAEHTOB U BOBPEMS OCTaHOBUTb
310y MbILLNEHHUKA, He AaB eMy NONYy4YnNTb AOCTYM K CUCTEME.



OcCHOBHblIe XapaKTepUCTNKn

npoaykTa

HocTyn k 6a3e 3HaHWI

MrHOBEHHbIV BOCTYN K XPaHUNLLY,

roe coepXKaTcs Konnekumnm gaHHbIX

0 coTHsx APT-komMnaHwuii n MHOXecTBe
ak3emMnnapos BpegoHocHoro 10

WNHTerpaumsa co
CTOPOHHMMW CUCTEMaMN

[obaBneHne aK3eMnNSpoB BPYYHYIO

1 OTKpbITEIA MHTepdelic APl ong
WHTErpaLumn ¢ aBToMaTU3npoBaHHbIMM
npoueccamm

Moppep>kka pasHbix
$dopmaTtos

OkcnopT B popmaT STIX 2.1 (Takxe
nopaepxmatotcs dopmatel TXT n JSON)
LNS fanbHeLwero aBToMaTM3npoBaHHOMO
aHanmsa xypHanos 6e3onacHocTu
N 01K UHTErpaLmum co CTOPOHHNMU
PELLEHVSIMW 1 CpeacTBaMU 6e30MacHOCTY

MprHUMN paboTbl

OkcnopTt npasun YARA

OkcnopT npasun YARA

ANs fanbHelwero
aBTOMaTN3NPOBAHHOrO MoncKa
noxoxwux daiinos B MHGPacTPyKType

Pa6oTa B nsonmposaHHom
cpene

Bo3MoXHOCTb pasBepTbiBaHMS

B 30/IMPOBaHHOW cpefe ANs 3almThl
CUCTEM U AaHHbIX, @ Tak>Xe a4
cobnoaeHVs HOPMaTKBHbBIX TPeboBaHMiA

MononHeHne 6a3bl 3HaHWI

BosmoxxHoCTb f06aBnsTh cnonHuTenei
yrpos v obpasupl, YTobbl cucTEMA
HayumMnacb pacrosHaBaTb aHanorMyHble
3aK3emMnnspbl

Kaspersky Threat Attribution Engine npoBoauT «reHeTu4ecknia
aHanu3» BpeAoHOCHbIX MPOorpamMm: cucTeMa aBTomMmaTu4eckm
HaxoAWUT CXOACTBA C 3K3EeMMNAsipamm yxe paccnepoBaHHbix APT-
aTak 1 conocTaBnsieT ¢ AaHHbIMU 0 KnbepnpectynHukax. Cuctema
aTpubyLumn cpaBHMBAET «reHOTUMbI» (BUHapHblE dparmMmeHTbl
daiinos) c 6a3oii akzemnnapos APT-yrpos, 3atem coctaBnsieTt
OTYeT 0 NponcxoxaeHnn BpepgoHocHoro MO u cxoxecTu ¢aiinos

c ak3emnngapamu nssecTtHbix APT-yrpos.

Bnaropapsa Kaspersky Threat Attribution Engine
a He rofpl, kak 3To 6bl710 paHbLUe.



CucTema aTpubyummn

Ns3eneueHne JHK

eHOTVNbI OuMLLLEHHBIX daiiioB
n APT (o6Hoensiemasi 6aza)

ConocTaeneHue JHK

DeathStalker

Cuctemy MOXXHO pa3BepHYTb B N30/ IMPOBaHHO cpeae, 3alULLEeHHON
OT AOCTYyNna CTOPOHHUX 1L, K ob6pabaTbiBaemoli nHpopmauum

n oTnpaBnsemMbiM B Hee o6bekTam. UHTepdeiic APl nossonsiet
NOAK/IOYMTBLCS K APYTMM MHCTPYMEHTaM 1 ppelimBopKam, YTobbl
aTpubyLms yrpos cTana 4acTbio CyLLECTBYIOLLUX NPOLLECCOB

IT-6esonacHocTI.

Kaspersky Threat Attribution Engine 3HaunTenbHo ynpouwaeT ynpasneHue
6e30nacHOCTbIO 3a CYET C/eAyIoLWNX CBONCTB:

BbicTpas atpubyuus ¢paiinoe
n3secTHbix APT-rpynnupoBok,
nosBongioLLas pacrno3HaTb
Lenun, MeToAbl U UHCTPYMEHTbI
KnbepaTtakm

BbicTpbil aHanuns,
No3BONSIOLMNIA NPUMEHUTD
HeobxoauMmble Npoueaypbl
cAepXNBaHUS U pearnpoBaHns
B 3aBUCUMOCTW OT CTEMNEHN
pucka (ueneHanpasneHHas
aTaka nnu cnyvaiiHas XxepTBa)

OddekTnBHOE N CBOEBPEMEHHOE
npepoTBpaLLeHne aTakm

Ha OCHOBE aKTYyallbHbIX
aHaNUTMYECKUX AaHHbIX

06 APT-yrposax,
NnpeAcTaBNEHHbIX B OTYeTax
«JlabopaTopum Kacnepckoro»




Y3HaTtb 6onbLie
o Kaspersky APT
Intelligence Reporting

Moppo6Hee

MITRE ATT&CK

Bce TakTuKM 1 TEXHUKN
3/10YMbILUNIEHHUKOB, ONUCAaHHbIE B OTYETAaX,
conocTasnsaoTcs ¢ 6ason gaHHbix MITRE
ATT&CK. OTo nossonser ynyywnTb
Ka4yecTBO 06Hapy>XeHUs 1 pearmpoBaHns
Ha COOTBETCTBYIOLNE TAKTUKWN N TEXHUKMN
3/10Y MbILUIEHHNKOB.

PeTpocneKTuBHbIN aHanus
B TeueHue cpoka aeicTBUS NOANNCKN

AOCTYMNHbI BCe paHee BbiNyLUleHHble
3aKpbiTble OTYEeThl.

HenpepbIBHbII MOHUTOPUHF
APT-kamnaHwii

[ocTyn k onepaTuBHO UHGopMmaLun
o pacnpocTpaHeHun APT-yrpos,
MHANKaTopax KoMnpomeTaunmn,
MHpPacTPyKTypax yrnpaBaeHns n
KOHTPOJS U MPOYMX AaHHBbIX.

Kaspersky APT Intelligence
Reporting

AHannTtnyeckue otyeTbl 06 APT-yrposax

MonyuaTtenu aHanuTuyeckux otyeToB 06 APT-yrposax numetot
YHVKanbHbI/A NOCTOSIHHBIN AOCTYN K UCCNeA0BaHUSM N OTKPbITUSIM
«JlabopaTtopum Kacnepckoro», Bko4asi NofHble TEXHUYECKUNE
AaHHble (B pa3nnyHbix popmaTax) o Kaxkpoii obHapy>keHHo APT.
OT4eTbl copepXKaT OPMEHTUPOBAHHYIO Ha PYKOBOACTBO U NErkyio

AN NoHNMaHus uHpopmaumio, onuceiBaoLLyio APT-yrpo3si,

a Tak>xe noppobHble TexHnYeckne aaHHble 06 APT-yrposax

C COOTBETCTBYIOLWNMN UHAMKATOPaMUN KOMMNpoOMeTauum 1 npaBmnamm
YARA, uTo6bl NnpegocTaBUTb UccnegoBaTensam 6esonacHocTy,
aHanuTMKam BpeAoHOCHbIX MporpamMm, UHXXeHepam no 6esonacHocTn
n ppyrum B-aHanntukam gaHHble, No3Bonsiowme 6bICTPO U TOYHO

OoTpearnpoBaTb Ha Yrpo3y.

CneuuanucTbl «JlabopaTopumn Kacnepckoro» Tak>xe HemeaeHHO
coobualoT 060 Bcex 06Hapy>XEHHbIX N3BMEHEHUSX B TaKTUKax
kmbepnpecTynHbIx rpynn. Y Bac Takxe 6yaeT AOCTYMN K NOJIHOW
6a3e aaHHbIX oT4eTOoB 06 APT-yrposax — ewie ogHOMY MOLLHOMY
KOMMOHEHTY NccnefoBaHus N aHannsa.

NHopmaumnsa o Heny6ANUHbBIX
APT-yrpo3ax

Mo Pas3HbIiM NnpnynHam He BCce rpoomkune
Yrpo3bl CTAaHOBSATCS N3BECTHbI LIJI/IpOKOI‘/‘I

ny6nvike. Ho Mmbl npegocTaBnsiem Takyio
MH}OPMAaLIMIO HALLIVM KJIMEHTaM.

D,OCTYI'I K TeEXHU4YeCKNM gaHHbIM

TexHnyeckme paHHbIe BKOYAOT
pacLUMpPEHHbIi CMNCOK NHANKATOPOB
KOMMNpomeTaunn, AOCTYMHbIN B
cTaHpapTHbIX popMaTax, TaKuX Kak
openlOC un STIX, a Tak>ke gocTyn K
npasunam YARA.

Moapepxxka RESTful API

BecnpenaTcTBeHHas UHTerpaums
1 aBTOMaTU3aL s NpoLLeCcCcoB
6e3onacHocT.

OKCKNIO3NBHbIE flaHHbIE

[ocTyn K TeXHUY4ECKMM OnNmncaHnsm
HOBEWLLNX YFPO3 y)XKE B XOA€E
paccnepoBaHus, Ao Ny6auyYHoro
o6bsBNEHNS.

Mpodunu 3noymbilINIEHHNKOB

Mpodunn sanoymblneHHNKOB

BKJIIOYAIOT NpeAanosaraemyio CTpaHy
NPOVCXOXAEHUS, OCHOBHOI BUA,
AeATEeNbHOCTU, UCMOJIb3yeMble CEMECTBA
BPEAOHOCHbIX NPOrpamMm, LieneBble
oTpacnu nreorpapunyeckmne permoHsoi,

a TaK>Ke onMcaHns BCex NCnonb3yeMbixX
TaKTUK U TEXHUK 1 X CONOCTaBJ/IeHNE C
MITRE ATT&CK.


https://www.kaspersky.ru/enterprise-security/apt-intelligence-reporting

Kaspersky Crimeware
Intelligence Reporting

OTyeTbl 06 yrposax, cBs3aHHble
C KubepnpucTyniaeHnaMu

Kn6epnpecTynHuku, HaueneHHble Ha nonyyeHne ¢prHaHCcoBO’
BbIFrOAbl, AEVNCTBYIOT B Pa3HbIX OTPACSX M HE OFPaHNYMBaIOTCS
aTakamu Ha 6aHKOMaTbl M NnaTeXHble TepMuHanbl. [Nporpammebl-
BbIMOraTenun MoryT yrpoxaTb nio60oii KoMmnaHuu, Yem 6bl oHa

HW 3aHMManachb. 3a nocnegHne napy neT rpaHnLbl MeXxay
pa3nuyYHbIMK TUNamMu yrpos u npodunsamm knéepnpecTynHNKoB
pasmbinncb. PacnpoctpaHunucb APT-aTaku, HanpaBneHHble He Ha
KMbepLUNUoHax, a Ha Kpaxxy AeHer ang GUHaHCUPOBaHWS Pa3NNYHbIX
npecTynneHuin. He cTonT HepooLEeHNBaTb PaCTYLLYIO CIOXXHOCTb
crimeware-yrpos.

PassuTune yrpos

Kaspersky Crimeware Intelligence Reporting npepnaraer
aKTyanbHyo UHPOpMaLMIO O BPeAOHOCHbIX KaMMaHMaX, aTakax
Ha $PUHaHCOBbIE OpraHN3aunn N UHCTPYMEHTaX, HaLeNeHHbIX
Ha 6aHKN, NnaTeXHble KOMNaHUN U NX MHPPaCTPYKTYpPY.

OTo NnomoraeT NpeanpUATUSM Nyulle 3aliuLLaTb CBOU aKTUBBI
OT 3/10YMbILUNTIEHHUNKOB.

B cocTaB cepBuca Bxopar:

| |

I'Io,qpo6Hb|e onmncaHmng cambiX N3BECTHbIX CBep,eva 06 onacHbIx LUI/IpOKOMaCLUTasHbIX
n pacnpocTpaHeHHbIX BpeAOHOCHbIX Nporpavmv BpPEeaOoHOCHbIX KaMMnaHugax

| |

HabnioaeHns skcnepToB U paHHME ONOBELLEHNS, Moapo6bHoe onncaHne BO3MOXHbIX
B TOM Yncsie 0 HOBOM M O6GHOBNIEHHOM aTak Ha ¢prHaHcoBble MHPPACTPYKTYpbI
BpepoHocHowm 10 M COOTBETCTBYIOLWNX NUHCTPYMEHTOB, KOTOPbIe

paspabaTtbiBaloTCa KW6epnpecTynHuKamm
M npopaloTcs Yepes TEHEBO UHTEPHET
B pa3HbIX CTpaHax



[MpenmyuiecTBa cepBuca

Mpodunu knéepnpecTynHUKOB,
ncnonb3yiowmx O kaTeropum
crimeware. 3T paHHbIe
BKJIlOYAIOT Npeanonaraemyio
CTpaHy NPoUCXOXAEHNS,
OCHOBHOW BUA, B,eaTe/IbHOCTH,
ncnosb3yemMble CEMeENCTBa
BP€eAOHOCHbIX Nporpamm,
OoTpac/u N pernoHsbl, Ha
KOTOpble HaLeNeHbl aTaku,

a TakK)e onmcaHus Bcex
Mcnonb3yeMblX TaKTUK

N MEeTO4O0B, CONMOCTaB/IEHHbIX

c 6asoin paHHbiXx MITRE ATT&CK.

TexHu4eckue paHHble, B TOM
yncne paclMpeHHbIi CNMCOK
MHANKaATOPOB KOMMpoMeTaLumn
B CTaHAAPTHbIX popmaTax,
Takux kak openlOC u STIX,

a Takxxe poctyn kK YARA-
npasunam.

PeTpocnekTuBHbI aHanns.

B TeueHue cpoka peiicteus
NOAMNUCKWN COXpaHsAeTCs [oCTyn
KO BCEM paHee BbiMyLEHHbIM
3aKpbITbIM OTYETaM.

APl Ha ocHoBe REST. NonHaga
MHTEerpauus U aBToMmaTnsauus
npoueccos 6e3onacHoCTMU.

VIHCTPYMeHTbI ANng atakum Ha q)I/IHaHCOBbIe opraHunsauunm

Ha6niopeHus skcneptos/
paHHUue npeaynpeXxaeHus

MpuBunernposaHHbIiA focTyn.

B pamkax npuBunernposaHHoro
AocTyna npeaocTaBnsioTCs
TeXHN4eckmne onmcaHus

yrpos3, o6Hapy>KeHHbIX B Xoae
TeKyLMX paccnenoBaHuii,

[0 TOro Kak oHu nonapatoT

B Ny6nnyYHbIA pocTyn.

Kaspersky
Crimeware Intelligence
Reporting

OnucaHusa BpeAOHOCHbIX
nporpamMmm

BpepnoHocHble kKamnaHuu


https://www.kaspersky.ru/enterprise-security/threat-intelligence-subscription?utm_content=ti


Kaspersky ICS Threat Intelligence
Reporting

OTueTbl 06 yrposax ana ACY TI1

B pamkax otueToB 06 yrpo3ax gnsa ACY TIN «JlabopaTopus
Kacnepckoro» npepocTtaBngaeT noapobHble aHanuTu4eckne
AaHHble O BPeAOHOCHbIX KAMMaHMAX, HaLeNeHHbIX Ha
NPOMBILLNEHHBbIE OpraHn3aLmmn, U 06 y93BUMOCTAX, 0GHapPYXXEHHbIX
B Hanbonee nonynspHeix ACY Tl u nx texHonorusx. NMockonbky

Yto BXxOauT B cepBuc?

OTueTbl 06 APT-aTakax. OTueTbl 0 HOBbIX
APT-atakax u macwTabHbIx KaMmnaHUsSX NPoTUB
NPOMBbILLNEHHbIX OpraHn3aumnii U O6HOBNEHHbIE
AaHHble 06 aKTUBHbIX Yrpo3ax.

JlaHpwadT yrpo3. OTueTbl 0 3HaUUTENbHbIX
n3mMeHeHunsx B naHgwadTe yrpos ansa ACY Tl

M HOBbIX KpUTUYeCKNx pakTopax, KoTopble BAUSIOT
Ha ypoBeHb 6€30NacHOCTU 1 YI3BUMOCTM TakumX
cucTewm, C pa3pefieHMeM no permoHam, cTpaHam

M oTpacnsm.

OTYeTbl pasMeLlaloTCs Ha UHTepHeT-NopTane, LOCTaTOYHO
3aperncTpmpoBaTbCsl B CEpBUCE, YTOObI MONYUYMTb K HUM AOCTY.

O6Hapy>xeHHble ysizBumocTn. OTuyeTbl 06
ySI3BMMOCTSIX, OGHapy>keHHbix «JlabopaTopueii
Kacnepckoro» B Han6onee nonynsipHbix
npopykTax ana ACY TI1, npombilwuneHHOM
UHTepHeTe Bellei n IT-nHppacTpykType
pa3nu4YHbIX oTpacnei.

AHanus n MMHMMKN3aunsa y93BUMOCTEN.
OkenepTbl «JlabopaTopumn Kacnepckoro» patort
npakTnyeckne pekoMmeHpaumnm no BbiaBNeHUIo

¥ MUHUMUW3aLU N YI3BUMOCTEN B MHpacTpyKType
npeanpusaTus.

IaHHble aHann3a yrpo3 no3BonstoT

BbigBnatb
n NnpepoTBpallaTh

Yrpos3bl AN KpUTUYECKN BaXKHbIX
YCTPOIACTB, BKNlOYasi NporpamMmmMHoe

M annapaTHoe o6ecneyeHue,

yTo6bl 06ecneunTb 6e3onacHoCTb

M HENpepbIBHOCTb MPON3BOACTBEHHOIO
npouecca.

OueHuBaTb

YSI3BMMOCTU NPON3BOACTBEHHOI

cpenbl N YCTPOICTB Ha OCHOBE

TOUHbIX CBEA,EHUIA 0 MacluTabax

M cepbe3HOCTM 06Hapy>KeHHbIX Npobnem
1 MPUHUMaTb 060CHOBaHHbIE peLueHns
Nno ycTaHOBKEe UCMPaBeHNiA U APYrUM
peKkoMeHAO0BaHHbIM NPpodUIaKTUYECKNM
Mepam.

ConocTaBnsatb

BPEAOHOCHYIO U MOA03PUTESNbHYIO
aKTUBHOCTb, 0GHapPY>KEeHHYI0

B NPOMbILUNIEHHOW cpefae, C pe3ynbTaTamu
nccnepoBaHuii «JlabopaTtopun
Kacnepckoro», utTobbl cBA3aTh

3Ty aKTUBHOCTb C BPEA,OHOCHBIMU
KaMnaHVsaMU, onpeaenuTb yrpos3bl

1 ornepaTUBHO OTpearnpoBaTb Ha HUX.

Ncnonb3oBaTb

NHbopmaumio o TakTUKax, TEXHMKaX

M npouepypax aTak, HefaBHO
o6Hapy>KeHHbIX YI3BMMOCTSX U APYruX
BaXXHbIX U3MEHEHNaxX naHawadTa yrpos,
YyTOoGHbI:

BbISIBSISTb N OLl€HUBAaTb PUCKW, CBS3aHHbIe C
OGHapy)KeHHbIMI/I yrposamm n ux aHanoramu,
nnaHnpoBaTb U BHEAPSATb USMEHEeHNs B
NPouN3BOACTBEHHYI0 MHGPACTPYKTYpPY ANsi o6ecneyeHns
6e3onacHocTU N HenpepbiBHOCTN NPON3BOACTBEHHOroO
npouecca;

MoBbIlWaTb OCBEAOMNEHHOCTb COTPYAHNKOB O
Knbepyrposax, pa3pabaTbiBasi TPEHUHrU ¢ yyacTuem red
team u blue team Ha ocHoOBe aHanM3a peanbHbIX Cly4aes;
npUHNMaTb o060CcHOBaHHblE cTpaTern4yeckue peweHusa
o6 NHBECTULUUNAX B KI/IGepGeSOI'IaCHOCTb nnpoynx mepax,
MoBbIWaKLWNX 3aNLLLEHHOCTb NPOLLeCCOB.




Kaspersky Digital Footprint
Intelligence

AHannTtuyeckue otyeTbl 06 yrposax ans
opraHusauum

Mo mepe pa3BnTug komnaHum ee IT-nHpacTpykTypa cCTaHOBUTCS BCE
6onee cnoXHou, NO3TOMy NosaBAsieTCS BaXKHas 3agaya — 3aWuTnTb
pacnpepeneHHbie LndpoBblie pecypcChbl, HE UMes MPSIMOro KOHTPONS
Hapa HUMK. [luHamnyeckmne n B3auMocBa3aHHble cpeAbl AaloT
opraHusaumnsim MHoXecTBo npeumyLecTB. OgHaKko NOCTOSIHHBIV POCT
B3anMoOCBs3eli paclumpseT NoBepPXHOCTb aTakn. 3N10yMbILUTEHHNKN
AelicTBYIOT BCce 6oee N30oLpEeHHO, MO3TOMY Ba>XHO HE TOJIbKO MMETb
TOYHOE NpepacTaBneHne 06 oHNalH-NPUCYTCTBUN NPEANPUSTIS,

HO TaKk>Xe OTCNeXmnBaTb NBMEHEHUS N pearMpoBaTb Ha aKkTyaslbHble
AaHHble 06 ya3BUMbIX L¢pPOBbIX aKTUBaX.

KomnaHnam BocTynHO MHOXECTBO 3alUUTHbIX NHCTPYMEHTOB,
OfHaKo HeKOTopble 3aAa4u NO-NPEXHEMY BbI3bIBAIOT Y HUX
TPYAHOCTU, HanNpuMep oTcNeXnBaHne KM6eprnpecTynHbIX N1aHOB
N MOLLEHHNYECKMX cxeM Ha popymax aapkHeTa. YTobbl aHanuTUKm
no 6e30MacHOCTUN MOIIM OLLEHNBATb YrPO3bl CO CTOPOHbI

BHELUHUX aTaKyoLWmX, 6bICTPO BbISIBNSATb BO3MOXHbIE BEKTOPbI
aTaK U NpVHMMaTb CTpaTernvyeckme peLleHns no 3almuTe oT HuX,
«JlabopaTopusa Kacnepckoro» paspaboTana cepeuc Kaspersky
Digital Footprint Intelligence.

Kak nyuJwe Bcero opraHn3oBaTb aTaky Ha Bally opraHu3auuio?

Kak npoBecTu ee c HaumeHbwMU 3aTpaTamu? Kakne ceegeHns
AOCTYIMHbI 3710y MbILUIEHHUKY, PELUNBLLUEMY aTaKkoBaTb Ballly
komnaHuio? Boamo>kHo, Bawia MHppacTpyKTypa y>ke B3anomaHa 6e3
Bawlero segoma?

Kaspersky Digital Footprint Intelligence otBeuaeT Ha aTK n gpyrue
Bonpocbl. dkcnepTbl «JlabopaTopum Kacnepckoro» popmupyiot
NOJNHYIO KapTUHY TEKYLLE CUTYyaLMm C yrpo3amu, BbiSBNSIOT
YSI3BMMOCTM B 3alLUTE N NPU3HaKM NPOLIEALINX, TEKYLUMX N AaXKe
NnaHupyembix aTak.

BoamoxxHocTn cepBuca Kaspersky Digital
Footprint Intelligence

- C6op nHpopmaLmm o pecypcax CeTEBOro nepumeTpa u ux
YS3BMMOCTSIX C MCMOJIb30BaHNEM MOYNacCMBHbIX METOA0B, UTOGbI
onpepennTb NoTEHLMaNbHbIE TOYKU BXOAA 3/10YMblLLIEHHNKOB:
AOCTYnNHble UHTepdelickl yaaneHHOro ynpaBneHus, HenpaBuibHO
cKoH$UrypupoBaHHble cepBUCHI, MHTEPGEICHI CETEBbIX YCTPOWCTB,
cny>6bl, ncnonb3yolue yctapeslune yassumbie sepcum MO, n T.4.

* BoigBneHue, MOHUTOPWHI N aHanns3 yrpo3, cBs3aHHbIX C akTUBHOCTbIO
BpeAoOHOCHbIX NporpamMmm, APT-kamnaHuni, KOTOpble moryT 6bITb HaueneHbl
Ha opraHn3auuio, oTpacsib njin permoH.

* BoigBneHue, MOHUTOPWHI N aHanns3 yrpo3 B OTHOLUEHUU KJINEHTOB
KoOMnaHunn, CBsA3aHHbIX C aKTUBHOCTbIO 60THeT—CeTeI7I, d)VILLII/IHFOBbIMI/I
aTakaMu n ytedykamMu 4HyBCTBUTEJIbHbIX AaHHbIX.

- AHanus akTMBHOCTY Kn6epnpecTyrnHNKOB Ha pecypcax fapkHeTa
(popymax, kaHanax o6MeHa MrHOBEHHbIMM cOObLEeHNIMU, onion-
pecypcax u T.A.) AN BbiISBNEHNS CKOMMNPOMETUPOBaHHbIX Y4eTHbIX
3anuceii COTPYAHUNKOB, MPOAaXKy AaHHbIX KN 06CyXAEeHUIA aTak Ha
opraHusauumio.



MepcoHannaupoBaHHble CepBuc MoXxeT BKJllovaTb Cepsuc Takxe npegnaraet
OTYeTbl COCTaBNAIOTCS Ha yeTblipe KBapTasnbHbIX OTYeTa C cBO60AHbIN NOUCK MO AaHHbIM,
OCHOBE AaHHbIX, MONYY€HHbIX B onoselleHNaMun 06 yrposax B NoNlyYeHHbIM C PECYPCOB
pe3ynbTaTe aBTOMaTUYECKOro Threat Intelligence Portal cpokom AapKHeTa U TeMaTn4eckux

M py4YHOro aHanusa UHTepHeTa, Ha OAVH rof v pasoBblil oTYeT pecypcoB no nHpopmaLMoHHO’
AapkHeTa u rny6okoii ceTu, a 06 yrpo3sax c onoBeLLeHnsMu, 6esonacHocTu. lopoBas

TaK>Xxe BHYTPEHHeVI 6a3bl 3HaHUI aKTUBHbIMW B TE4Y€HNEe LLeCTn nognucka Ha cepBuC BKloYaeT
«JlabopaTtopuun Kacnepckoro». MecsLeB. Ao 50 nonckoBbix 3anNpocoB
OHuM copepxxaT aHanuTn4eckue B O,EHb.

paHHble N pekomeHaaumnn,

KOTOpble NO3BONSIOT COKPaTUTb

Ko/n4yecTBO NoTeHUMaIbHbIX

BEKTOpPOB aTakm h puckmn

nH$opmaLmoHHoI 6e3onacHOCTN

AN opraHnsauun.

[aHHble
0 pecypcax
opraHusauuu:

* IP-agpeca
+ [lomeHbl KoMMaHun
* BpeHnppbl

* KnioueBble cnoea

AHanu3s pecypcoB ceTeBoro
nepumeTpa (Bknovas obnayHble
aKTUBbI)

+ JocTynHble ceTeBble CNyX6bI

* Ya3Bumble cnyxx6bl 1 oimbkun koHbUrypauum

* AHanus akcnnonToB E
» OueHKa 1 aHann3 puckos

AHannsa ny6nYHbIX UICTOYHNKOB WHeeHTapu-
N pecypcoB AapkHeTa 3auma

S s nepvmeTpa
* AKTUBHOCTb KN6epnpecTynHNKOB cetn

* YTeukn nHdopmaunn

+ CKOMNpPOMeTMpPOBaHHbIE yYEeTHbIE flaHHble
COTPYAHUKOB U K/IMEHTOB

* AKTUBHOCTb UHCailepoB

* YTeukun paHHbIX B cOLMabHbIX CEeTSX

* YTeukn meTapaHHbIX

Basa 3HaHui1 «JlabopaTopuum
Kacnepckoro»

* AHanus akTMBHOCTU BpegoHocHoro N0
* ATakun 60THETOB 1 GULINHT

* AHanns xepTts APT-kamnaHuii

+ MoTokum paHHbIX 0 KNGepyrposax

. MrHoBeHHbIe
Banpocel Ha nouck no 6a3se aHaHui Kaspersky, AHanuTnyeckne yBeaomneHms 06 yrpoaax

TeMaTU4ecknM pecypcam 1 pecypcam AapkHeTa oTueTb 8 Threat Intelligence

Portal




MpenmywiecTBa
cepsuca

Mo6anbHbI oxBaT

lne 6bl HY GbiN 3aperncTpUpPoOBaH AOMEH
BPEAOHOCHOro 1nv GULLMHIOBOrO caliTa, Mbl
HanpaBuMM 3anpoc Ha 6710KMpoBaHmne Takoro
loMeHa B opraHusaumio ¢ Heo6xoaNMbIMU
NOSIHOMOYUNSIMU B PEFVOHE.

OKOHOMUS BalUNX pecypcoB

Mpei noza6oTumca o60 Bcem npouecce
6noKMpPOBaHMS — Balle y4acTue B HEM
6yaeT MUHUMarbHBIM.

MonHag npospayvHocTb

Bbl 6yaeTe nony4aTb yBeaoMIeHNS

Ha KaXx[loM aTane npouecca —

OT perucTpauuv Balero sanpoca

Ha 6710KMpOBaHNE A0 Ero UCMOJSTHEHUS.

WHTerpaumns c cepsucom
Kaspersky Digital Footprint
Intelligence

PelweHue nHiTerprpyeTcs c cepercom
Kaspersky Digital Footprint Intelligence,
KOTOpbIli B peXXnMe peasnibHoro

BPEMEHM onoBellaeT 0 GULINHIOBbIX

1 BPEAOHOCHBIX caiiTax, cCnoco6HbIX
HaHecCTW Bpep, Balleli KomnaHuu,
cneKynupys Ha Ballem 6peHae nnm
ny6nnkys nHpopmaLmio OT Ballero MMeHM.

Kaspersky Takedown

CepBuc no yganeHuto BpeAOHOCHbIX
1N GULLMHIOBbIX JOMEHOB

Mouvemy aTO BaXkKHO

Kn6epnpecTynHukn co3paloT BpeaoHOCHbIE N GULLNHIOBbIE AOMEHbI

AN aTaK Ha opraHu3aunu n ux 6peHpbl. Takme yrposbl TpebytoT
HemMe[aJIEHHOro pearupoBaHuns, MOCKOIbKY MOTYT MPUUYUHNTL GNHAHCOBBIN
ywep6, noBpeanTb penyTauunm, NPUBECTU K NOTepe KNIMEHTOB, yTeuke AaHHbIX
W APYrumM HenpusaTHbIM nocneacTenam. OgHako 6710KMpoBaHMe [OMEHOB —
KOMMNAEKCHBI NpoLecc, KOTOPbIM BOMKHbI 3aHUMAaTbC 3KCNEepPThl.

3a peHb «JlabopaTopus Kacnepckoro» 6nokupyet 6onee

15 000 $ULIMHIrOBbIX U MOLLEHHNYECKUX afpEeCOB 1 NpefoTBpallaeT 6onee
MWUANIMOHa NOMbITOK NepexoAa No TakmMm ccbliikam. 3a roabl Hale pa6oThbl
Mbl NpoaHannavpoBanu 6onbLuoe KONMMYeCTBO BPEAOHOCHbBIX N GULLNHIOBbIX
AOMEHOB U 3HaeM, kak cobupaTtb fokasaTenbCcTBa UX BP€AOHOCHOCTM.

Mbi Bo3bMeM Ha ce69 ynpaBneHne BCem npoueccomM 6J10KMpoBKU 1 NpuMem
onepaTuBHbIE MepPbI A9 CHUXEHNS LM POBbIX PUCKOB AN Baluel
KOMMaHUW, a Bbl CMOXKeTe 3aHSATbCS APYrMMU NPUOPUTETHBIMY 3aja4Yamu.

«JlabopaTtopus Kacrnepckoro» npeanaraet cBoMM KnneHTam a¢pbekTUBHbIE peLueHust

ANS 3alWUTbI OHNaliH-CcepBMCOB 1 penyTauun. Mbl coTpyaHUuaem ¢ MeXayHapoAHbIMU
opraHu3auusiMu, rocyaapCTBEHHbIMU U PErMoHaIbHbIMY MPaBOOXPaHUTEIbHbIMUW OpraHamm
(Hanpumep, ¢ iTepnonom, Espononom, HaunoHanbHbiM noapasaeneHnem no 6opbbe

c npectynneHnamm B cdepe Bbicoknx TexHonoruii (NHTCU) nonuuelickoro ynpaBneHust
HupepnarnpoB 1 nonuumeli JlonaoHa), a Takxke ¢ rpynnamMm 3KCTPEHHOro pearnpoBaHns

Ha nHuuaeHTbl (CERT) no Bcemy mupy.

Kak aTto paboTtaeT?

3anpocbl MOXXHO OTNpPaBnsTb Yepes CBOIO

Ha HallleM nopTane NoAAEP>XKM KOPrNopaTUBHbIX KineHToB. Mbl noaroTosum
BCIO HE06X0ANMYIO AOKYMEHTAaLMIO 1 HanpaBKM 3anpoc Ha 6110knpoBaHme

B KOMMETEHTHbI MECTHbIV Unn pernoHanbHblli opraH (CERT, peructpaTtop

W T. A.), YNONIHOMOUEeHHbI Ha CMonHeHne Takoro 3anpoca. Bel 6yaeTe nonyyatb
yBeAOMIIEHMS Ha KaXkA0M aTane paboTbl C BalLMM 3anpocomM — A0 TeX Nop,

noka AoMeH He 6yaeT 3a6noknpoBaH.

3awuTa penyTaumm

Cepsuc Kaspersky Takedown 6bicTpo HeliTpanusyeT yrpo3bl, KOTOpble
CBsi3aHbl C BpeAOHOCHbIMU U ¢I/ILIJI/IHI'OBbIMI/I aAoMeHaMun, He No3BOoNAdA

UM NPUYNHUTL Bpep, Balleli penyTauum n 6nsHecy. Mel ob6ecneunm
KOMMNeKCHoe ynpaeseHne NPoLLeccoM, a Bbl COKOHOMUTE BPEMS U peCypCbl.


https://companyaccount.kaspersky.com/

] Kaspersky Ask the Analyst
. CepBuc no B3anmoaencTemio ¢ akcneprTamu

NanpwadT yrpos HenpepbIBHO MEHSIETCS, UX KONTMYECTBO BbICTPO
pacTerT, a y 3110y MbILLNIEHHUKOB MOSIBNSAOTCS BCe 6onee nsowpeHHblie
MeToAbl M TEXHNKW ANS NpoBeaeHns aTak. Bee vale nponcxopst

CNOXHbIE KN6ePUHLINAEHTbI, Bbi3BaHHbIe aTakaMu 6e3 crnonb3oBaHus
Bcerpna Ha cBa3mn PUHLMACHTDI, BLISE

BPeAOHOCHbIX Nporpamm, 6ecdalinoBbiMy aTakamu, aTakamm
C nyywuinmm C UCMNOJIb30BaAHNEM NErMTUMHbIX MHCTPYMEHTOB, 3KCMNIoNTamMu

HYNEeBOro AHA», a TaK)Xe BCTPEYaloTCs pasnnyHbie KOMOGUHaLun
aKkcrnepTtamu Y i P P ~

3TUX CLLeHapUeB, KOTopble MPUMEHSIIOTCS A1 MPOBEeAEHUS CIOXHbIX,
uenesbix 1 APT-aTtak.

Kn6epartaku moryT paspywmtb 6usHec, noatomy npodeccuroHarsbl B obnactu
Knbepbe3onacHOCTU BaXkHbl Kak HUKoraa. Ho HaliTu u yaepyxaTb nx 6biBaeT HenpocTo.
Haxce ecnn y Bac ecTb komneTeHTHas VIB-komaHpaa, Balum akcnepTbl He BCeraa MoryT
MPOTMBOCTOATb N3OLLPEHHBIM Yrpo3am CaMOCTOSTEeNIbHO = MHOoraa um TpebyeTcs
o6paTuTbCcA K CTOPOHHUM cheuvanncTam 3a nomoluybto. [puBnekas BHELHNX
3KCMepTOB, Bbl CMOXETE BbIIBUTb Hanbonee BeposiTHble BEKTOPbI CIOXHbIX U LieNIeBbiX

aTak 1 NoNy4uTb NpakTU4eckue C HUMM.
YTto AaeT cepBucC Kaspersky Ask the Analyst nononHsieT Haw nopTédenb
Ask the Analyst cepsucos Kaspersky Threat Intelligence. C nomouwbio aToro

cepBuca Bbl MOXeTe obpallaTbcs K 3KcnepTam 3a NoA[epPIKKO

1 nonesHoi nHpopmaume No KOHKPETHbIM Yrpo3am, C KOTOPbIMU
Bbl CTa/IKMBaeTeCb UMM KOTopble Bac nHTepecytoT. Cepeuc
nepcoHann3npyeT MOLLHbIE MHCTPYMEHTbl aHaNUTUKMN Yrpo3

1 npoBeaeHnsa uccneposaHuii «Jlabopatopum Kacnepckoro»

nop Bawwu noTpebHocTu. Vicnonb3ysa aTu AaHHbIE, Bbl CMOXETEe
YCOBEpPLUEHCTBOBATb CUCTEMY 3aLUUTbl NPOTUB Yrpo3, HaLeNeHHbIX
Ha Ballly opraHusauuio.

NHdopmaumsa 06 APT-aTakax AHanus BpegoHocHoro MO

n Crimeware-yrposax

+ AHanus o6pa3uoB BpefoHocHoro MO
HononHuTenbHas nHpopmaL s 06 ony6nnkoBaHHbIX + PekomeHpaaunm no npoTuBoaeicTemio
paHee oTuYeTax Y TEKYLUMX UCCNIeA0BaHUSX; M yCTpaHeHuIo NocneacTBui
B AONosiHeHne K oTyeTam 06 APT-aTakax
1 aTakax ¢ ucnonb3oBaHueM cneuuansHoro MO, 2
pa3paboTaHHOro A1l COBEpLUEHNS NPecTynNeHNi AHanus yrpos B papkHeTe
(Crimeware)'

* WccnepoBaHune fapkHeTa Ha npeaMeT KOHKPETHBIX
OnmcaHme yrpos, y9|3BI/IMOCTeI‘/'I aptedakToB, IP-agpecoB, LOMEHHbIX UMEH, UMeH
1 CBSI3aHHBIX C HUMMW NHAVKATOPOB daliinos, anpecoB 21eKTPOHHOI NOYTbI, CCbIIOK

nnuv n3obpaxkeHui
KoMnpomMmeTaumn + TMownck n aHanus nHeopmauun

- O6Lwee onucaHne KOHKPETHbIX CEMEINCTB

BpeaoHocHoro MO 3anpocbl, cBa3aHHble ¢ ACY TI1

* [ononHUTeNbHbIA KOHTEKCT ANS UHANKATOPOB * HononHutenebHas uHdopmaums 06
KomnpomeTauum (cBsisaHHble xewn, URL, ony61MKOBaHHbIX OTUeTax
KOMaHAHble CepBepbl N T. A4.) = NHdopmauus 06 yassumocTtax ACY T

* NHpopmaL s 0 KOHKPETHBIX YI3BUMOCTSIX + CtatucTtuka yrpos ACY Tl 1 HoBble TeHAEHLUM Mo
(HacKOMbKO OHU KPUTUYHBI, KAKNE MeXaHU3Mbl permoHam n oTpacnsm
nponykros «JlaGopatopuun Kacnepckoro» + AHanus BpefoHOCHLIX MPOrpaMM, HalleNeHHbIX
3aWMLLaloT OT HNX) na ACY TN

- WNndopmauus, kacaiouasacs HOpMaTUBHbIX
Tpe6oBaHuii U cCTaHRAPTOB



MpeumywecTtBa
cepBuca

3apyuunTechb noaaepX Ko
npodeccroHanos

Bbl cmoxeTe npu Heo6xoanmocTr
obpallaTbcs K oTpacneBblM 3KCnepTam:
Bam 6onbLue He NoHapobuTca NckaTb
niogeil U HAaHMMaTb B LITAT Y3KMX
crneunanncTos

YCKOpre paccnepoBaHune

OS¢ dekTBHO OLleHBANTE UHLMAEHTbI
6e3onacHOCTU 1 Ha3HavalTe

MM MPYOPUTETbI HA OCHOBaHUN
nepcoHanna3npoBaHHoi 1 noapo6Ho
KOHTEKCTHOI MHbopmauun

Pearunpyiite 6bICTpO 1 TOUHO

OnepaTunBHO pearupyiite Ha yrposbi

M yS3BUMOCTHU, 6NoKNpys N3BECTHbIE
BEKTOPbI aTak C MOMOLLbIO MHCTPYKLMUIA
HaLMX 3KCnepToB

Kak aTto paboTaet

Moanucky Ha cepBuc Kaspersky Ask the Analyst moxxHo npuo6pecTu
OTAENbHO UM B AOMNOJNTHEHNE K No6OoMY ApYyromy HalleMy CepBUCY
Kaspersky Threat Intelligence.

3anpochbl B pamkax cepBuca MOXXHO OTNpaBngaTb Yepes

Ha Hallem nopTane noaaepXKu
KOpnopaTMBHbIX KNMeHToB. Mbl HarnpaB/MM OTBET MO 3N1E€KTPOHHOW
nouTe, HO B C/ly4ae Heo6XOAMMOCTIM 1 MO COrNacoBaHMIo C BaMu
Mbl MOXXeM TaK>Xe opraHu3oBaTb KOHbepeHL-CBA3b U (Unn) 3BOHOK
C COBMECTHbIM AOCTYMOM K 3KpaHy. [locne npuHsTUS Bawero
3anpoca Mbl CoobLw M BaM NpeaBapuTesnbHble CPOKU ero o6paboTku.

Mpumepbl ncnonb3oBaHUs cepBuca:

YTouHeHue MonyyeHune MonyuyeHne MonyyeHune

MHbopMauun [OMONHNTENBbHOW noapo6Horo ceBeneHuii 06

13 paHee nHdpopmMaumn onucaHus VHTepecytoLei

ony6nMKoBaHHbIX no y>e ysi3BUMocTel Bac aKTUBHOCTU

oTyeToB o6HapyXeHHbIM v peKkoMeHpaumn Ha pecypcax

06 yrposax MHoVKaTopam Mo 3almTe oT uUx AapKHeTa
KOoMMpomeTauun aKkcnnyaTauum

MonyueHune OddekTuBHaAg Momouwb OrnpaBka

obuero otyeTa nprvopuTnsaumus B onpepeneHun BPEAOHOCHBIX

no cemeicTey ornoseLeHnii o6 npupoabl dalinos Ha
BPEAOHOCHOro yrpo3sax v (unn) noao3puTeNbHOM KOMIIEKCHBbI

MO, skntouas MHUMAEHTax aKTUBHOCTU aHanu3, uytobbl

ero nosepaeHue, C nomMmoubio (APT-yrposa MOHATb NoBeAeHne n
BO3MOXHble noapo6Hoi wnu ataka $yHKUMOHaNbHOCTD
nocneacTeus KOHTEKCTHOWA € ucnosib3oBaHNEM nNpeAoCTaB/IEHHbIX
aTaku unogpobHoe nHbopmaLumm Crimeware) o6pasuos
onuncaHue nio6oit M kaTeropusauum

cBsiI3aHHOMN CBSI3aHHbIX

aKTUBHOCTH, MHAMKaTOPOB

N3BECTHO KomnpomeTauum

«JlaGopaTopun

Kacnepckoro»

HocTyn K aKCrnepTHbIM 3HAHUSM
N pecypcam

Kaspersky Ask the Analyst npepocTaBndeT pocTyn K KomaHae
uccneposatenei «Jlabopatopum Kacnepckoro». Mbl roToBbl 4ennTbCcs
3HaAHUSIMM N pecypcamm, KOTopble AOMOJHAT Balln BOSMOXXHOCTU

B obnacTuv aHann3a yrpos u pearmpoBaHusi Ha UHUMAEHTbI.


https://companyaccount.kaspersky.com
https://companyaccount.kaspersky.com

Kaspersky Threat
Infrastructure
Tracking

BbigBngeT IP-agpeca
NHPPaCTPYKTYP, ABNSIOLLUXCS
NCTOYHUKaMW NPOABUHY ThIX

yrpos.

Kaspersky Threat Infrastructure
Tracking

CepBuc no oTcnexmBaHnio UHPPaCTPYKTYP
KnbeprpynnupoBokK

Cepsuc Threat Infrastructure Tracking ot «JlabopaTopun
Kacnepckoro» BoisenseT IP-agpeca nHdpacTpykTyp, aBngiowmxcs
NCTOYHUKAMM NPOABUHYTbIX Yyrpo3. OH nomMoraeT aHanuTukam
6e3onacHocTy, paboTaloLwmum B rpynnax 3KCTPEHHOro pearupoBaHus
Ha HuuaeHTbl (CERT), LeHTpax MOHUTOpPUWHra u pearmpoBaHus
(SOC) n areHTcTBax HauMoHanbHoOWN 6e30MacHOCTU, OTCNEeXUBaTb
pasBepTbiBaHME HOBbIX YrPO3 N BPEAOHOCHbIX KaMMNaHWiA, a 3aTem
NPUHUMaTb Mepbl, Heob6xoanmble ANg MUHUMK3auun ywep6ba

OT TeKyLMX 1 npeacToswmx atak. MiHpopmauma npegoctaBnsieTcs
Kak Ans onpeaeneHHoN CTpaHbl, Tak 1 A4S BCeX CTpaH Mupa.

OHa eXkepHeBHO NOMNONHAETCS NOCNEAHUMU JaHHbIMU, MONYYE€HHbIMMN
ot LleHTpa rno6anbHbix ccnepoBaHnii M aHann3a yrpos
«JlabopaTopum Kacnepckoro».

Kaxpbii IP-appec conpoBoxxpaeTtcs
cneayrowmmMmm BCrnomMoraTtesibHbIMU faHHbIMU:

HasBsaHue rpynnbi yrpos, NHpopmauus 06 nHtepHer-
onepauuii NN BpeAOHOCHbIX nposaligepe N aBTOHOMHOIA
nporpamm, ¢ KOTopbIMM cucteme

OH cBA3aH

Hab6op cBsizaHHbIX IP-agpecos, [aTbl nepBoro n nocnegHero
Ha KOTOPbIX Pa3MeELLEHbI obpalieHuns k atomy IP-agpecy
AaHHble

Cnucok IP-appecoB MOXXHO aKCnopTUpOBaTh

B MalUMHouYuTaembli popmart, UTobbl 3aTem

WX MOXXHO 6bis1o 3arpy3unTb B CyLLEeCTBYOLWNE
pelweHns 6e3onacHOCTU AN aBTOMaTUYECKOro
obHapy>XeHus yrpos



HocTyn K cepBucy

CepBuc poctyneH Ha nopTtane Kaspersky Threat Intelligence Portal
yepes Beb6-nHTepdeiic unu RESTful API.

KomnoHeHT Beb-uHTepodeiic API
MpocmoTp cnucka onacHebix IP-appecos . .
®unbTpaumns cnucka onacHoix IP-agpecos no pate .

®unbTpaumns cnnucka onacHbix IP-agpecos no ctpaHam . ‘
OkcnopT cnucka onacHbix IP-agpecoB ‘

[MpenmywecTBa
YpoBeHb 6e3onacHocTU BoisiBneHue yrpos BbicTpoe pearnpoBaHune
[ToHnmaHne YPOBH4 HesonacHocTn BbisiBNneHme HoBbIX aK TUBHbIX O6ecneueHne 6bICTpOI’O pearnpoBaHnga
B CTpaHe B COOTBETCTBUN I/IHd)paCprKTyp, NCnoib3yembiX Ha MHUWOEHTbI N I'IpOEKTVIBHbIVI MNOncK
C pacnpocTpaHeHeM Takmnx 3/10YMbILLUNEHHUKAMW B KOHKPETHOM Yyrpos B permnoHax
I/IHCI)paCTp)/KTyp CTpaHe

ATpubyuusa

Onpe,u.eneHVle, KTO MMEHHO N3 N3BECTHbIX 3JTOYMbILLNEHHNKOB
CTOUT 3@ KOHKPEeTHbIMW aTakamu




Kaspersky Threat Intelligence

FORRESTER® «JlabopaTopus Kacnepckoro» npegnaraeTt cepeuchl

nHpopmMunpoBaHNa 06 yrposax, KOTOpble OTKPbIBAIOT AOCTYN
K pa3nuyHoii Hbopmaumn, NoyUYEHHON HalWMMWN aHanuTMKamMmu

«JNa6opaTtopus Kacnepckoro» W nccneposaTenssMm MMPOBOro kiacca. OTU AaHHble MOMOryT
npu13HaHa NMLepOM Mo pedysnbTatam noboii opraHmsauum apPpeKTUBHO NPOTUBOCTOSATL COBPEMEHHBIM
nccnenoBaHMy BHELWHKMX CepBrCOB K|/|6epyrpo3alv|_

aHanusa yrpos (Forrester Wave™:
External Threat Intelligence
Services, Q12021)

Hawa komnaHns o6bnapaet rny6okumu
3HaHUsaMM, 6oraTbiM ONbITOM UCCNEA0BaHNS
Kn6epyrpos n yHukanbHbiM1 cBeaeHUaMn 060
Bcex acnekTtax IT-6e3onacHocTu. Bnaropaps
aTomy «JlabopaTopus Kacnepckoro» ctana
AOBEPEHHBIM NapTHEPOM NPaBOOXPaHUTENbHbIX
W rocypapcTBEHHbIX OpraHu3auumii o Bcemy
Mupy, B Tom uncne MiHTepnona v pasnuyHbix
noapaspeneHnin CERT. Kaspersky Threat
Intelligence npepocTaBnsgeT akTyanbHbie
TeXHuYecKkme, TakTUYeCcKue, onepaLmoHHble

W cTpaTernyeckme gaHHble 06 yrposax.

Kaspersky
Threat
Intelligence

www.kaspersky.ru
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