NucTpyknusa mno Hacrpoiike VPN-coenmHenus

mapupyruzaropom EDR-G903
O6opynoBaHue.
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2. Moaem OnCellG3110

3. 2 xKoMmmbOTEpa

Tomomorus cetu

OnCell VPN Client

Aggressive Mode
ID

NAT-T Enable
NAT Enable

PC1

N

Floating Private IP

IP:192.168.127.1
GW: 192.168.127.254 LAN: 192.168.127.254

\

F-\A/ANI

Static Public IP
w 87.245.206.198

mexay momemom OnCell

G3110 u

= Ethernet cable

PING/Run IPerf

Puc. 1

192.168.126.254
Aggressive Mode
ID

G903 VPN Server

NAT-T Enable /

PC2

IP:192.168.126.1
GW: 192.168.126.254

_—

C oxanoit croponsl umeeM mozxem OnCell G3110, umeromuii Beixo B uHTEpHET uepe3 Floating
IP, BeIIENsIEMBII TIpOBaiiiepoM. Monem siBisieTcst nuto3oM i cetu 192.168.127.X u numeer B
atoli cetH IP-anpec 192.168.127.254. C npyroii cTOpoHBI — MapIIpyTHU3aTOP, UMEIOLIUI BBIXO/ B
WHTEpHET uepe3 craruueckuii IP-agpec, BbimeneHHBIN mpoBaiigepoM (B paccMaTpUBaeMOM
npumepe — 87.245.206.198). Mapmpyrusatop siBiasercs nuio3oM s cetu 192.168.126.X un
uMmeeT B 3Toi cetu IP-aapec 192.168.126.254. Mogaewm sBisiercst VPN-kireHTOM, @ KOMMYTaTOP
VPN-cepBepom. OOparute BHUMaHUe, uTo npu HacTpoiike ToHenst VPN no mportokony IPSec,
HE00X0IUMO, YTOOBI JIOKaJIbHBIE CETH C OJTHOM U C APYrOil CTOPOHBI HE TIEPEeCceKaiCh!

Hacrpoiika VPN-cepsepa.

1. C nomomsio 6payzepa otkpoiite WEB-unrepdeiic kommyraropa EDR-G903.
2. B mynkre wmenio Network/Interface/WAN1 ykaxure KOHGHUIYpaIHiO, BBIIAHHYIO
npoBaiinepom (craruueckuid IP-anpec, macky noaceru, mumo3 1 DNS-cepsep). Haxxmure

kHOMKY Activate.
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- Owerdew .
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Device Overdew
: ) Connecthode O Disable @ Enable
- Basic Setting
- Metwark Connect Type | Static IP v
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B mynkre mento Network/Interface/LAN ykaxure koHpurypamuo mnopra LAN B
JokaapHOM cetu. Haxkmure kHomky Activate.
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Hacrpotite npaBuino NAT B myrkte mento NAT/NAT Setting, kak moka3aHo Ha PHCYHKE
4. B none LAN IP Range ykaxute auanason |P-agpecoB JOKanbHOM CETH, 1151 KOTOPBIX
Oyner peiictBoBath manHoe npasuio NAT. Haxmure kaornky New/Insert u Activate.
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5. Brxmouute VPN-cepBep B mynkte meHo VPN/IPSec/Global Settings. Tam e BkIrounTe
¢ynkmro [PSec NAT-T Enable, naxxmure kHonky Activate.
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6. 3amaiite Hactpoiiku VPN-tonuens. B mynkre menro VPN/IPSec/IPSec Setting 3amaiite
HAaCTPOMKH, KaK MOKAa3aHO HAa pUCYHKax 6 u 7. Azjpeca JIOKaJIbHOW U yJaIEHHON ceTu
yKaxuTe cBoM (B mpumepe - 192.168.126.0 u 192.168.127.0 COOTBETCTBEHHO).

Main Menu
- Cvervie
Device Overview
- Basic Sefting
- Metwork
Mode Configuration
- Interface
WAN 1
WAN 2/DMZ
LAM
DHCP Server
DHCP List
Cynamic DMS
80212 VLAN Setting

- Mararnnpic atinn Rednndaney

IPSec Setting

Setting © Quick Setting @ Advanced Setting
Tunnel Setting

Enahle MName (MUSl L2TP tunnel [

beginwith an alphabet)

WP Connection Type Site to SitefAny) ¥ Rermiote VPN Gateway 0.0.04
Connect Interface WWANT A4 Startup Mode l:l
Local  Network 192.168.126.0 Netmask [z85.2552550 | b | |

Remote  Nebwork [1921881270 | Netrmask 2650852850 | D [user @moxacom |
Key Exchange (Phase 1)

IKE Mage

Authentication Made |F're—shared Key v| |123456?8

Puc. 6



B mone Pre-Shared Key ykaxure CEKpeTHBIH KIIIOY, C IOMOIIBIO KOTOPOrO YCTPOWCTBA
Oynyt nonydars goctyn K VPN-cepsepy. s 6e3omacHoCTH BalIuX JaHHBIX, BEIOEpPETE KaK
MO>KHO 0oJiee CI0KHBIHN KiTtod. B kirrou npumepe — 12345678 — He siBnsieTcs 0€3011acHBIM.

Main Menu
- Oweriiew
Device Overview
- Basgic Setting
- Metwark
Maode Caonfiguration
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DHCP Server
DHCP List
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IPSec Setting

Remote  Metwork 192168.127.0 Metmask 255.255.255.0 ID |user! @maoxa.com
Key Exchange (Phase 1)
IKE Mode Agoressive v
Authentication Mode Pre-shared Key + 12345678
Encryption Algorithim 30EE v Hash Algorithm SHAL  w
DH Group DH 2 {rmodp1024) +
Megotiation Times 0 (0:farever) IKE Life Time 1 hour.
Rekey Expire Time g min. Rekey Fuzz Percent 100 %
Data Exchange (Phase 2)
Perfect Forward Secrecy SA Life Time 30 min.
Encryption Algorithim 30ES v Hash Algorithm SHAL
Dead Peer Detection
Actian Hold  » Delay 30 seconds  Timeout 120 seconds
3
IPSec Connection (1/100)
Puc. 7

Hanee naxxmute kHonku Add u Activate. Hacrpoiika VPN-cepBepa 3akoH4eHa.

Hacrpoiika VPN-ki1uenTa.

1. C nomomsio 6paysepa otkpoiire WEB-unrepdeiic mogema OnCell G3110.
2. B mynkre menro Network Settings/Basic Network Settings ykaxute koH(HUTryparuio
unrepdeiica LAN. Haxxmure kaHonky Submit.

2 Main Menu

0 Owerview

~{{1 Basic Settings

M Metwork Settings

{1 Basic Metwork Settings
~{Z1 DMNS Settings

~{1 Advanced Network Set
{1 Auto IP Report Setting:
-1 35M GPRS Settings
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-1 WPM Settings

{7 Serial Port Settings

H{] System Management
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~{Z] Save Configuration

E{3 Restart
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Static hd
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255.255.255.0
®Enable O Disable

Auto b

OEnable ® Disable

3. B mynktre menro Network Settings/GSM GPRS Settings BbiOepuTe THIT COCAMHEHUS

GPRS. Touky pocryna APN yTouHuTe y omepaTopa MOOWJIBHOW CBsI3U (B IIpUMEpE —
internet). Haxxmure kHONIKY Submit.



3 Main Manu )
X GSM GPRS Settings
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-1 Basic Settings Type OzsM | ®@cers | Osms O virtual MODEM

M Metwork Settings SIM PIN e
~(Z] Basic Network Settings
~(1 DMS Settings

~(1 advanced Metwork Set  GPRS
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~(Z] GuaranLink Settings . . N
BO | | g Link quality report OEnable @ Disable
OoncCell Central Manage . \
; 4 PPP Config O Enable ® Disable
~(1 WPM Settings
) ) ATD g ] g (Default; *9g***14)
] Serial Port Settings
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Ping remote host Ping Test
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4. TlpoBepbTe coeamHeHHe ¢ ceThio Internet ¢ momomisio kKomauasl Ping. Hampuwmep,
mpoBephTE JIOCTYITHOCTh MaplipyTu3aTopa 1o ero BHemHemy IP-aapecy. B
paccMmarpuBaemMoM npumepe — 87.245.206.198.

C:AWINDOWS\system32\cmd. exe

Microsoft Windows EP [Bepcusa 5.1.26001
¢G> Kopnopauwa MaWkpocoer, 1285-2001.

C:sDocuments and Settings“a.soluvanoviping 87.245.206.198
OsMeH naketamd c 87_.245_206.198 no 32 saur:
or 87.245.206.198: uyucao eanT=32 BpenA=5%31lnc TTL=47
or B87.245_206.198: uucao 6ant=32 Bpena=5%87nc TTL=47

or B87.245_206.198: uucao 6ant=32 epena=5%70nc TTL=47
or B87.245_206.198: uucao 6anT=32 Bpena=5%2%nc TTL=47

CratucTtuka Ping pan 87_.245_206.198:

Maketos: oTnpagaeHo = 4, noayuedHo = 4. notepano = 0 <0x norepwbr.
[IPHEAHZHTEALHOE BpPEMA NMpPHEMA—TMEPENAYM B MC:

MununaacHoe = 52%mcer,. MakcumaacHoe = 587 mcexk. Cpepnee = 554 mcex

C:sDocuments and Settings“a.soluvanowl

Puc. 10

5. B mynxkte mento Network Settings/VVPN Settings ykaxure nactpoiiku VPN-kIreHTa, Kak
IIOKa3aHOo Ha pucyHKax 11 u 12.



{3 Main Menu

O overview

{1 Basic Settings

EHY Metwork Settings

i:l Basic Metwork Settings
{2 DNs settings

CI Advanced Network Set
CI Auto [P Report Setting:
CI GSM GPRS Settings
i:l Guaranlink Settings
i:l OnCell Central Manage
“E3 vPN Settings

B Serial Port Settings

{7 System Management
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~{] Save Configuration
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¥PN Settings

Configuration

VPN tunnel

VPN tunnel mode

Remote Network
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Local Network
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ISAKMP (Key Management)
Pre-shared key (PSK)
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B monsax Remote subnet IP u Local subnet IP ykaxwure agpeca Bammx ynaaéHHOW W
JOKaJdbHON ceTell CcooTBeTCTBeHHO. 3HaueHus moieir Pre-shared key (PSK) wu
IP/FQDN/User_FQDN mosmkHBI COBNAAATh C TEMU 3HAYCHUSMH, KOTOPBIC ObLIM YKa3aHBI B
Hactpoiikax VPN-cepsepa.

~{f1 GSM GPRS Settings
~(1 BuaranLink Settings
B oncell Central Manage

Local Identity
Identity option
IP/FQDN/User_FQDN

User FQDN ¥

userl@moxa.com

{1 WPHN Settings
F{] Serial Port Settings
H{] System Management
B3 System Monitaring
{1 Save Configuration
BI{] Restart

ISAKMP Phase 1
Operation mode

MNAT traversal (NAT-T)
Encryption mode
Authentication mode

Diffie-Hellman group

Aggressive ¥

®Enable ODisable
3DES v

SHA-1

Group 2-1024hbits

—
Sh lifetime 3600 (600 - 364000 secs)| — j TAC

ISAKMP Phase 2
Encryption mode 2DES v
Authentication mode SHA-1 v

Diffie-Hellman group Group 2-1024hits v

{600 - 864000 secs) ‘ - %D Falh

54 lifetime 1800

Advanced Settings

Anti-replay CEnable @ Disable
Dead peer detection (DPD) ®Enable ODisable
Submit
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OOparuTe BHUMaHHE Ha TO, 4TO 3HaueHHs mapamerpoB SA lifetime Phase 1 u SA lifetime
Phase 2 ykassiBatoTcs B cekynnax. B Hactpoiikax VPN-cepsepa mapametp SA lifetime Phase
1 cootBerctByer nmapametpy IKE Lifetime u ykassiBaercst B uacax (B mpumepe — 1 gac), cm
puc 7; mapametp SA lifetime Phase 2 umeer To sxe Ha3BaHue, HO yKa3bIBae€TCS B MUHYTaX (B
npumepe — 30 MHUHYT), CM. pHC. /. 3Ha4eHUs COOTBETCTBYIOUIMX IApPaMETPOB JIOJDKHBI
COBIIAJaTh, HE 3a0yIbTE MPOU3BECTH NepecuéT BennyuH!!!

Haxxmute kHonky Submit. Hactpoiika VPN-kinenTa 3aBepineHa.

Pe3ynbTar.
Jiss  mpoBepKH TMPABWIIBHOCTM HACTPOWKM MEpeduTe B IMYHKT MeEHI0 System
Monitoring/System Status/System Log. B mone System LOg mpu KOpPpeKTHOW HACTpOWKe



BCEX MapaMeTPOB JIOJDKHO MOSIBUTHCS COOOIIEHUE O TOM, uTO (a3bl 1 u 2 co31aHus TOHHEINS
VPN 3aBepiieHsI.

1 AULl IF REpUre oeLd ~
(1 G5M GPRS Settings System Log
{1 BuaranLink Settings E—
ystem Log
{1 oncCell Central Manz - _ : i i
- 2000/01/08 00:42:22 [Metwork] WPN phase? renew key ~
00 wPN Settings 2000701708 00:42:23 [Metwork] WPN phaseZ renew key success
E{ ] serial Port Settings 2000/01/08 01:04:55 [Metwork] ¥PN phase? renew key
S5 System M " 2000701708 01:04:56 [Metwork] WPN phaseZ renew key success
W=t el EE 2000701708 01:20:21 [Metwork] WPN start phasel agar. mode connect
F-{] Misc. Netwark Settir P00 08 UL 20722 [Netwark] WP Start encryptian
) ) . Z000/01/08 01:20:22 [Metwork] WPM phasel pass
(3 Auta Warning Settin 2000/01/08 01:20:23 [Network] VPN phaseZ pass
EH23 Maintenance 2000/01/08 01:42:54 [Metwork] VPN phaseZ renew key
_ 2000701708 01:42:56 [Metwork] WPN phaseZ renew key success
~(Z1 Consale Settings 2000/01/08 02:05:27 [Metwork] WPN phase? renew key
@ Ping 2000401708 02:05:29 [Metwork] WPN phaseZ renew key success
2000701708 02:20:54 [Metwork] WPN start phasel aggr. mode connect
-] Manual SM3 2000701708 02:20:55 [Metwork] WPN start encryption
-1 Fi U d 2000401708 02:20:55 [Network] WPN phasel pass
IS el 2000/01/08 02:20:57 [Network] WPN phase? pass
- configuration Imp Z000/01/08 02:22:09 [Metwork] Ethernet Link Down
) ) 200001702 02:432:28 [Metwork] ¥PN phaseZz renew key
(3 configuration Exp 2000/01/08 02:43:30 [Metwark] VPN phase? renew key success bs
-1 Load Factory Def: £
-1 Change Passwaort
~( Remate SMS Cont [select all ] [clear log | [Refresh |
B Certificate

Ananmornuno B WEB-untepdeiice mapmpyruzaropa EDR-G903 moxHO yBHAETH cTaTyc
VPN-tonnens. Bwioepute mnyHkt wmenro VPN/IPSec/IPSec Status. Ilpu koppekTHoM
HacTpoiike Bce mapametpoB IPSec Connection List OymeT BBITISAETH CIACAYIOIMM 00pa3oM:

IPSec Status

IPSec Connection List

Local Subnet Local Gatev

Test 182.168.126.0/24 87.245.206.198

192168127 0/24 established estahblished
{ancy

JUia  TpoBepkM JOCTYHIHOCTH CE€Ted Ha NPOTHBONONOXKHBIA KoHLAx VPN-ToHHENs
UCIIONB3yiTe KoMaHy Ping.



